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3awmTa KPYnHbIX MTHPPACTPYKTYpP B INOXY
umndpposou TpaHcdopmMauum

Mo naHHbIM «JlTabopaTopumn Kacnepckoroy,
cpelfHun yuepb oT ofHoro IT-nHumMaeHTa
LS KOMMaHWM KPyMHOro 6mM3Heca CoCTaB-
naet 16,1 mnH py6nen. CeroaHs yxe He
BO3HMKaeT BONpoca, 6yAeT M aTakoBaHa
Balla komnaHwusa. bonee akTyanbHbl Apyrue
BOMPOCHI: KOrAa U KaknMm 06pa3om Npoun3omn-
[leT aTaka, KaK 6bICTPO yaacTCs O6HaPYXUTb
Yyrpo3sy v MINKBUANPOBATbL ee NOCNeACTBUS,
KaK 3alMTUTbCS OT NOLOGHbIX aTak

B OyayLLeM.

B TO e Bpems MHOPaCTPyKTypa COBPEMEH-
HbIX KOMMaHW CTaHOBUTCS BCe 6bonee
CNIOXHOW, @ 06nayHble CEPBUCHI U MOBUIIb-
Hble YCTPOWMCTBa Pa3MbIBalOT TPAANLIMOHHOE
npeacTaB/ieHVe O NepuMeTpe 3alUnThl.
Kpome Toro, coBpemMeHHble KOMMNaHUn Bce
rny6xe NorpyxatTcs B LMGPOBYIO cpeny,
CTpeMsCh YA4OBNETBOPUTb MOTPEBHOCTH
KJMEHTOB M MOBLICUTb 3PPEKTUBHOCTb
COBCTBEHHOW ONEPALIMOHHOM AESTENBHOCTMU.
Mpy 3TOM OHWM HEN36EeXHO NoaBepratTCs
HOBbIM PUCKaM.

B 3TMX yCNOBUSAX HEOOXOAMMbBI peLleHus,
KOTOpble ONTUMaNbHO COOTBETCTBYIOT
NnoTPebHOCTSIM BM3HECa N CoaepXKaT TEXHO-
NIOTUN HOBOTO NMOKONEHUS LN 3aLUUTbl OT
nepenoBbIX yrpos.

«JlabopaTopus Kacnepckoro» npeanaraeT O6LWMPHbIN NOpTdeNb pelueHnin, MpoayKTOB
N CEPBUCOB, KOTOPbIE 06ECMEYMBAIOT KaK KOMIMIEKCHYIO, TaK 1 Creunanm3npoBaHHYo
3alUNTY MHOPACTPYKTYPbl KPYMHOIo 613Heca, MCNONb3YIOT HAaKOMAEHHYIO rogamMun
IKCMepTU3y N HOBENLINE TEXHONOTUN, TakmMe Kak MalnHHOe obyyeHne n ob6paboTka
6OMbLUMX AAHHBIX B PEXUME peanbHOro BpeMeHMU.

C peweHuamn «JlabopaTopmmn Kacnepckoro» Bbl CHU3UTE PUCK KMOEPYTPO3 N CMOXETE
NPUAEPXMBATBCA HAMEYEHHbIX Lieslelt B pa3BUTUM BU3Heca.

o
/ ~ \ OnbIT
0 N"X  3kcnepTos

./

4
HuMachine™
\

MawunHHoe bonbwine
oby4yeHune DaHHble

5



KoHTponb u 3awmTa pabounx mect :

3awmTa HOBOrO NOKOJIEHUS OT BCEX BUAOB KN6EPYrpo3, HaLeNeHHbIX
Ha YCTPOMCTBA COTPYAHUKOB M NOJIb3OBaTENEN

Xakepbl N KN6epPNPEeCTYNHUKU NPUMEHSIOT BCe 60/1ee U3OLWPEHHble MeTOoAbl aTakK NPOTMB I T-MHOPACTPYKTYP KPYMHbIX
KoMnaHui. be3 Hapnexalwunx cpencTs 3aWwnThl U ynpaBneHus IT-6e30NacHOCTLIO NpeanpuaTUS NoABEPraloT cebs
NOBbILUEHHOMY PUCKY. [1pn 3TOM 60NbLWNHCTBO KMb6epaTak MPOU3BOAUTCH NPU NOMOLLU PAabOYNX YCTPONCTB
COTPYOHUKOB. HageXHas 3alimnTa KaXxxaoro pabovyero Mecta MOXET C/IY>XUTb OCHOBOM AN 3PPEKTUBHOM CTpaTerum
B 06/1acTK obecrneyeHns 6e30nacHOCTW.

Gartner.
peerinsights

customer
choice
2017 .

B 2017 rony
«JlabopaTopus
Kacnepckoro» 6bina
OoTMeYyeHa NNaTMHOBOW
Harpagow Gartner Peer
Insights B kaTeropumu
«Mnatdopmbl ans
3aWwmThl paboumx mecT» (Endpoint Protection
Platforms). OTa Harpafa npencTasnseT
co60l HaMBbICLYIO CTENeHb NPU3HAHUS Ha
KOHKYPEHTHOM pbiHKe MAaTGOPM 3aLLUNTbI
paboumx MecT*.

*Nlorotun Gartner Peer Insights Customer Choice Logo
SIBNISETCS TOBAPHLIM U CEPBUCHBIM 3Hakom Gartner Inc.
n/mnn abPrnMpoBaHHbLIX KOMMAHWUIA U UCMONb3YeTCs C
pa3pelueHus komnaHuu. Bce npasa 3awmieHsl. Gartner
Peer Insights Customer Choice Awards cocTasnseTcs Ha
OCHOBE CY6beKTMBHBIX MHEHWI YaCTHbIX MOKynaTenen,
yncna ony6avkoBaHHbIX OT3bIBOB Ha Gartner Peer Insights u
o6Lero peMTuHra NPOU3BOANTENS 3aLLUTHBIX PELLEHWI Ha
pbiHke. Moapo6Hee 06 3TOM YnTalnTe Ha cTpaHuue http://
www.gartner.com/reviews-pages/peer-insights-customer-
choice-awards/. PeiTuHr He oTpaxaeT nosuumm Gartner n/
nnn apPUIMPOBaHHbBIX KOMMNAHWUWA.

3awumTa Kak UHBecTUL A B 6yayuiee

CpenHuni pasmep ylepba B pesynbraTe OAHOro nHumaeHTa b ansg komnaHui cpegHero
6u3Heca cocTasnsieT 1,6 MNH. py6nen, a Ang KpynHoro 6MsHeca OH B 4eCATb pas Bbllle —
16,1 mnH. pybnen. CoBpeMeHHOM aHTUBUPYCHOM NPOrpamMMsl yxe HeJOCTaTOYHO —
HEeO6XO4MMO KOMMMJIEKCHOE peLleHMe, OTBeYaloLlee 3a 6€30MacCHOCTb Ha HECKObKMX
TEXHONOTMYECKNX U QYHKLMOHANbHbIX YPOBHSAX KOPNOPaTUBHOM I T-MHGPACTPYKTYpbI.
VIcTVHHas 3almTa paboymx MecT coveTaeT B cebe pasinyHble MHTENNEeKTyallbHble METOAbI
N TEXHONOTUM AN 3aMThl OT NO6bIX KM6epyrpo3 Ha ntobon nnatdopme. Ob6esonacue
BCIO KOprNopaTmBHYtO IT-ceTb, Bbl CMOXeTe 06ecneynTb HenpepbIBHOCTbL 6U3Heca.

Pewenune Kaspersky Security ana 6msHeca ob6ecneymBaeT KOMMIEKCHYIO 3alLnUTy BCEX
pabounx ycTponcts. OHO coyeTaeT CUrHaTypHble N O6NayYHble TEXHONOTUN, MEeTOLbI
3BPUCTUYECKOTrO aHaNM3a N MHCTPYMEHTbI MPOAKTUBHOIO pearnpoBaHuns ANng co3naHus
MHOFOYPOBHEBOW CUCTEMbI 6€30MNaCHOCTMN PaboynX CTaHLMN N MOBUNBHBIX YCTPOWCTB.
TexHONOrnm 3alnTbl LONONHAIOTCAS MHCTPYMEHTAaMMN KOHTPOJIA, KOTOpblE MOMOratoT
YNPaBAATb MPUIOXKEHUAMU, KOHTPONMPOBATL MMM 3anNpeLlaTh UCMNONb30BaHME CbEMHbIX
YCTPOWCTB 1 NPUMEHATb MOANTUKM 6€30MacHOro AOCTyna K UHTEPHETY.



TexHONOrMM 3aWwnThl PaboYvmx MecT Npea-
CTaBASIOT CO6OM CcoYeTaHMe TPAANLMOHHbBIX
1N HOBEWLWNX CPpelCcTB obecrneyeHums 6e30-
MacHOCTW, KOTOPbIE AOMNOHEHbI YAO6HOW

N GYHKLMOHANbHOM KOHCOSbIO YNpaBieHus.
Bce peweHus «JlabopaTopumn Kacnepckoro»
pa3paboTaHbl Ha OAHOMN TEXHONOIrMYECKOMN
6a3e 1 TeCHO MHTErPMPOBaHbI MeXAy CO60M,
4TO NoBblWaeT 3PGEKTUBHOCTb 3aLLUMThI

N CHWXaeT CTOMMOCTb BAafeHUs.

MnatdopMa 3amnTbl paboymx MecT
BKJ/IIOYAET B CebS:

« Kaspersky Security ana 61MsHeca
[M6Ko MacwTabrpyemoe pelleHune,
YAOCTOEHHOE MHOXECTBa Harpaa.
CopepXuT psa HOBENLLMX TEXHONOTUN,
B TOM YMUC/e 3alLUTYy OT SKCMIOMNTOB
1N BUPYCOB-LIMPPOBAbLLMKOB.

+ Kaspersky Endpoint Detection and
Response
[MpOaKTUBHBIN NONCK Yrpo3 4O TOro,
KaK OHU HaHecyT yLlep6, a Takxe
cpencTBa aBTOMaTUYeCKOro
pearnpoBaHMsa Ha MHLMAEHTDI.

+ Kaspersky Managed Protection
BoiaeneHHas cnyx6a NOCTOSHHOrO
aHann3a cobbITUN MHOOPMALMOHHOM
6€30nacHOCTH.

3awuTa paboumnx mecTt

Kaspersky Security
Ansa 6usHeca

=

KoHTponb n 3awmTa
pabounx mecT

Kaspersky Managed
Protection
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3awmTa MO6GUNbHBIX YCTPOMCTB

NHTerpmpoBaHHble 3alMTa U ynpaBneHne AN KoprnopaTUBHbLIX MO6GUbHbIX

YCTPOWUCTB U NpeaoTBpaLleHNe YTEUYKN AaHHbIX

MpenmyliecTBa MO6UJIbHBIX YCTPONCTB A8 6M3HEeCcCa O4YeBUAHbI: OHU MOBbIWAKT NPOAYKTUBHOCTb PaboThl
COTPYOHMKOB, MO3BOJIAS NONYYUTb AOCTYMN K MHGOPMaLUKM OTOBCIOAY U B Ntoboe yaobHoe BpeMs. B To xe Bpems
MO6UIbHbIE YCTPOMCTBA, NCMNOJb3yeMbie B pabounx uenax (BYOD), npeactaBnsitoT 60/blIYyO ONACHOCTb A8
6€30MacHOCTN KOMMaHWUMW.

Bo3mo)xHocTH:

MopaepxuBaembie NnaTHoOpMbI:

3awmTa oT BpeaoHocHoro MO
YnpaBneHne Mo6unbHbIMK
ycTpomncteamm (MDM)
YnpaBneHne MO6uAbHbIMK
npunoxerHunsamm (MAM)
O6HapyXeHWe NomnbITOK HeCaHK-
LIMOHMPOBAHHOW NepenpoLIMBKM
KoHTenHepm3aunsg NpuaoXKeHnn
AHTU-Bop

MopTan camoo6CnyXmBaHus
LleHTpanusoBaHHOe ynpaBneHmne
pelweHnem

Be6-koHconb

Android™
i0s®
Windows® Phone®

YAO6CTBO UMM PUCK: YTO NepeBecuT?

CMapTdOH ceroaHs eCTb B KAPMaHe NPaKTUYeCKM Y KaxAoro yenoseka. OoHaKo 37O He
TONbKO YAO6HbIN MHCTPYMEHT, HO M NOTEeHLMaNbHas yrpo3sa ans 6usHeca. BpeaoHocHoe
MO ang MO6GUNbHBIX YCTPOWMCTB, 3apaXeHHble Be6-CcanTbl U GULLIMHIOBbIE aTaku ANg
MOGUABHBIX YCTPOMCTB NPeACTaBASIOT 60MbLUYIO ONAaCHOCTb. Bnpoyem, oTkasbiBaTbCH
OT MOBUMbHbIX HUKTO HE COBMPAETCS, Belb MNJIOCh MCMONb30OBaAHUS NNYHbBIX YCTPONCTB

B pabounx Lenax (BYOD) Toxe o4yeBUIAHbI — TMBKOCTb, MPOCTOTa M ONepPaTUBHOCTb
pelweHns paboumx 3agay. KomnaHum no BCemMy MMpy ULLYT 6anaHC Mexay npenmyliec-
TBaMM U PUCKaAMU U CTPEMATCA MPOBOAMUTD B XM3Hb PA3yMHYIO CTpaTermio obecneyeHms
6€30MacHOCTN MOBGUIIbHBIX YCTPONCTB.

Touka Bxopa Ang CAOXKHbIX aTaK

Ecnu ycTpoNCTBO KOMMNAKTHOE, 3TO HE 3HAYUT, YTO W Yrpo3bl AN HErO — NOJA CTaTb Pa3Mepy.
[MepexBaT AaHHbIX, TaKMX KaK COOBLLEHMNS KOPNOPATUBHOM MOYTLI, MOXET CTaTb CEPbE3HbLIM
$aKTOPOM B KOHKYPEHTHOWM 60pbbe 1 MPUBECTU K MHOTOMUINIMOHHbBIM NOTepaM. Kpome
TOro, MO6UNbHOE YCTPOUCTBO PSAAOBOrO COTPYLHNKA HEPELKO CTAaHOBUTCS TOYKOM BXOAa
019 CNOXHbIX LefleHanpaBfieHHbIX aTak. Bce 3To 03HavaeT, 4To 3awmLiaTh MOBGUbHbIE
YCTPOWCTBA HEOOXOANMMO CTOJb Xe TLaTeNbHO, KaK U paboyne CTaHuUK.



Kaspersky Security pns MO6MIbHbIX YCTPOMUCTB

Kaspersky Security ans MO6UNbHbBIX YCTPOWCTB, BK/OYatoLLee NepeoBble TEXHONOMMN KOHTPONS, 3alLMThl U yNpaBaeHus, obecneymsaeT
6€30MacHOCTb M HaAEXHOCTb UCMOJb30BaHMUSA CMAaPTOOHOB M NAAHLETOB B paboymx Lensx. PelleHne NoNHOCTbIO COOTBETCTBYET NOTPE6-
HOCTSIM KPYTMHbIX KOMMaHWM M OTHOCUTCS K KNaccy pelweHnit Mobile Threat Management (MTM)

Kaspersky Security Ang MO6UAbHbBIX YCTPONCTB NO3BOASET YNPaBAATh MOGUIBHBIMW YCTPOMUCTBAMU U3 TOM e KOHCONW, KoTopas
NCMOb3yeTcs AN yNpaBAeHUs 4PpYrMMU 3aLlUMTHBIMU pelleHnamu «JlabopaTopun Kacnepckoro». [IpocMoTp AaHHbIX Ha YCTPONCTBAX,
Co3faHne 1 aAMUHUCTPUPOBAHNE NOANTUK, OTNPaBKa KOMaHA Ha YCTPOWCTBA M COCTaBNEHWE OTYETOB — BCE 3TO AOCTYMHO U3 eANHOMN,
NPOCTOWN B MCMONb30BaHNN KOHCONN yNpaBaeHus.

YnpaBneHue Mo6UNbHbIMU
ycTponcTsamu (MDM)

B pelweHnn LOCTYNHbI rpynnoBble
nonntukn ans Android, iOS n Windows
Phone, no3sonstowme cosgasaTb Ui
aKTUBMPOBATb MpPaBuMiIa MCMNONb30BaHNS
naponen, wndposaHusg, Bluetooth

M Kamepbl.

Be3onacHOCTb MOGU/IbHBIX YCTPOMUCTB

anaBneHMe MO6UbHbIMU

npunoxeHunamu (MAM)

KoHTeMHepmnsaLma no3sonaeT XpaHuTb
KOPMOpaTMBHbIE U TNYHbIE AaHHbIE
pa3fenbHO Ha OLHOM YCTPOWCTBE.
KoprnopaTtueHble JaHHbIE, COXPaHEHHbIE
B 6€30MaCHOM KOHTENHEPE, MOXKHO
WKbpPOBaTh M 3aLLMLLATL NAPOSIEM.

Ol
00

WHTerpaumns
c EMM

v

3awmTa

MO6UNbHbIX YCTPOMUCTB

UHTerpauus c EMM-nnatpopmamu

PelweHne nHTerpuposaHo c Airwatch® u
Citrix XenMobile® n no3sonset ynpasnsTb
6€30MacHOCTbIO MOBUIIbHBIX YCTPONCTB C
nomolLbio Bawen EMM-nnatdopmbl.

104

LIJMpoxme BO3MOXXHOCTU
ynpasneHusa
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Kué6ep6e3onacHOCTb BUPTYasibHbIX o
n o6navHbIX cpen

CneumannsmpoBaHHas 3awmTa ruébpmpgHon o6navyHom MHPPACTPYKTYpbI

MpeumywiecTsa peleHus PelweHune Kaspersky Security Ansa BUpTyanbHbiX 1 06/1a4HbIX Cpes NO3BONSET OpraHM3oBaTh
«JlabopaTopumu Kacnepckoro»: ananTUBHYIO 3KOCUCTEMY KM6ep6e30MacHOCTU C MPOAYMaHHbIM yrpasneHunem. [ae 6bi Bbl
HU XPaHUAN N O6pabaThiBaM KPUTUYECKME BU3HEC-AAHHbIE — B YaCTHOM UM NY6ANYHOM
o ONTUMM3AUMA NOA GU3NYECKME, o6aKe 60 B UX COYETAHMM, — CHANAHCMPOBAHHOE COYETAHMNE TMOKMX U SDPEKTUBHbIX
BUPTYaNbHbIE U O6MaYHble paboune CPeACTB 3alUMThI OFPaANT BallM PaboUme Harpy3Ki OT CaMblX COXHbBIX U3BECTHbBIX M HEN3-
HarpysKu; BECTHbIX YrpoO3, 6€3 yllep6a A/1s NPOM3BOANTENBHOCTH.

¢ MHOrOypOBHEBas MHTErPUPOBaHHAs

CUCTEMA 3aLLUTbI A8 JI0HOro YaCTHOMO
LUOA;
e FAPMOHMYHAsA MHTErpaumsa rubkmx
1 aBTOMaTU3MPOBAHHbIX CPEACTB
6€30MacHOCTU C NY6ANYHBIMMN
o6bnakamu AWS® n Azure®; —

* MOJSHbIN HABGOP MHCTPYMEHTOB ANA dusnyeckme
cobnoaeHnsa TpeboBaHUn No ObLLEN Y BUPTYanbHble
OTBETCTBEHHOCTU; MaLUUHb
e LEeHTpann3oBaHHOE yrnpasieHne -
6€e30MacHOCTbIO BCE%/ rMépuaHON ‘;a/erpgfﬁ)eg + + S Microsoft Azure
061a4HON Cpeabl KOPMOPaTUBHOIO vmware @Rmy
Knacca. u .
mn Microsoft KVM

O6nayHble O6nayHble

pa6oune Harpysku @ pa6oune Harpysku
10
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Ana CUCTEM XPaHEHUSA AaHHbIX

PelweHne obecneynBaeT HagEXHYIO,

BbICOKO3(dEKTUBHYIO U MacLUTabupyemyio

3aWNTY LEHHOW U KOHOUAEHUMANbHOM

KOPNOPaTMBHOM MHPOPMaLMU, XPaHALLENCS

B Hanbonee pacnpocTpaHeHHbix CX/.
OCHOBHblI€ BO3MOXHOCTMU:

* BcecTOpOHHSS 3alUTa B peXxxume
peanbHOro BpeMeHu

[MocTosHHas NPOaKTMBHAagA 3allTa CETEBbLIX

YCTPOMCTB XpaHeHus AaHHbix (NAS).

« OnTMMM3aLUA NPOU3BOAUTENBHOCTU
BbicokoaddekTrBHas npoBepka C
NCMONb30BaHMEM ONTUMU3NPOBAHHOMN
TEXHONIOTUWN CKaHUPOBAHMUA K
BO3MOXHOCTbIO TMOKOM HAaCTPOMKMN
WNCKIIOYEHNI 13 NPOBEPKMU.

* bBecnepe6boitHasa pa6oTa
VicknouynTenbHas OTKa3oyCTOMYMBOCTb
focTuraeTcs 6narofaps TeCHOM
MHTErpaumm 1 cnaxeHHomn paboTe Bcex
KOMMOHEHTOB.

3awmuTa HOBOro NOKONEHUS AN GUINYECKUX, BUPTYasIbHbIX
u o6nayHbIX cpen,

3anaTeHTOBaHHbIe TEXHONOMMM 3alMLLAlOT BCe paboyme Harpysku BHe 3aBUCUMOCTU
OT UX PaCMONOXEHUS.

MHoroypoBHeBasi NOCTOsIHHas 3alMTa Ha 6a3e MaLIMHHOMO O6y4YeHNs OTBEYaET 3a
6€30MacHOCTb BaLUMX AaHHbIX, MPOLECCOB U NPUIOXEHUI

3awuTta rm6pmupHoro ob6naka ¢ 3¢PeKTUBHbIM UCMOJIb3OBaHUEM
pecypcoB

TexHONOrMM 3alMTbl BUPTYasbHbIX MalLMH Ha OCHOBE NIErkOro areHTa 1 6e3 areHTa
No3BONSOT 06e30MacuTb NporpaMmMHo-onpegensemole LIO 6e3 BAnaHUS Ha
NPOW3BOANTENBHOCTD.

NHTerpauuns co BCTPOEHHOW CUCTEMOM 6€30MacHOCTM MYBSIMYHBIX U YNPaBASeMblX

06N1auHbIX Cpe NoMOoraeT 3aWwmnTuTb Npunoxenuns, OC, nonb3oBaTenen n NOTOKMU AaHHbIX

C MUHMMaJIbHbIM PAaCXOA0OM PECYPCOB.
O6befMHeHHOe ynpaBneHne GUnYeckMm U BUPTYalbHbIMW PECYypCaMm NMoBbILLIaeT
3P HEKTUBHOCTL AAMUHUCTPUPOBAHMS.

MpocToe ynpaBneHne u nosiHblii KOHTPOJb

CpeacTBa ynpasneHms 6e€30MacHOCTbIO PaboTatoT Cpa3ly B HECKObKUX O6IaKax.
MNonHas BUAMMOCTb, YyNPaBASEMOCTb M KOMIMIEKCHAas 3allnTa OT NPOABUHYThIX YIpo3
[OCTYMHbI B KaXXA0M paboyen Harpyske B Nto60M KOHPUrypaumm.

MpocToe pa3BepTbiBaHWE CPEACTB 6€30MaCHOCTM 1 3allnTa Ha OCHOBE MOANTUK MO
BCEMY rM6PUAHOMY O6NaKY.

PelleHus ons 3awmTbl KpynHOro 6msHeca: kaspersky.ru/enterprise 11
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3awmTta ot DDoS-aTak

Mpotueoaenctemne DDoS-aTtakam n o6ecnevyeHne HenpepbiBHOM paboTbl 6u3Heca

OpHa DDoS-aTaka MOXeT 06epHYTbCS MHOMO4acoBbIMU CHOSIMU U MHOTOMUIIIMOHHBIMWU Y6bITKaMU. [Npu 3TOM
CTOMMOCTb NMPOBEAEHUS TaKUX aTaK CErofHS MOXeT COCTaB/ISITb BCEro HECKO/bKO ThiCAY py6en.

MpeunmyliecTBa peweHus
«JlabopaTopuun Kacnepckoro»:

Db PekTUBHOE BCECTOPOHHEE
npotueoaencteme DDoS-aTtakam
[MonHbIM OXBaT M ycnewHas paboTa

C aTakaMu 60/bLLIOro obbemMa
YHUKaNbHbIA CEHCOP AN MOHUTOPWHIa
Tpaduka B pexxmme peasbHOro BpeMeHu
OnepaTyBHas KPyrnocyToyHas 3alwmra
M nopaepxka IkcrnepTHow rpynnbl KDP
OTka3zoycTonumBasg MHGPaCcTPyKTypa
LLEHTPOB OUYUCTKMN PACMONOKEHHbIX

B OCHOBHbIX TOYKax O6MeHa MHTEPHET-
Tpadurka

Bbopb6a c DDoS-atakamu Ha ABYX GpOHTax

PeweHwne Kaspersky DDoS Protection (KDP) cnoco6HO pacno3HaBaTh aTakn NpeaenbHO 6bICT-
po 1 6opeTcsa C HUMMK Ha ABYX GPOHTax: Yepes cucteMy moHnTopuHra DDoS Intelligence
1N C MOMOLLbIO CMELMaNbHOM 3aLUMTHOM MHOPACTPYKTypbl «JlabopaTopum Kacnepckoroy.
Kpome Toro, B «JlabopaTtopun Kacrnepckoro» paboTaeT rpynna 3KCNepToB, KOTopas
NCNONb3yeT NepeaoBble METObI, HTO6bI CNeAnTb 3a HoBelwmMn DDoS-yrposamu

N ONpenenaTb Yyrpo3bl KaK MOXHO paHbLue.

Bbi6epute cBoi BapmaHT npotusogenctamsa DDoS-atakam

«JlabopaTopus Kacnepckoro» npeaiaraeT Tpy BEPCUN PELLEHUS, KOTOPbIE Bbl MOXETe
BbI6PaTh B 3aBMCMMOCTM OT BalUMX Liener, peCypCoB 1 CETEBOM MHOPACTPYKTYpPbI:

* KDP Connect - nepeHanpasneHune Tpadurka nameHeHmem DNS-3anmncu B pexnme
Always On, nocTaBka O4YMLLLEHHOrO Tpadurka OCYLLLECTBASETCS Yepes3 NPOKCU-CepBep,
GRE-TYHHENM nnun yepes BblAENEHHYIO TVHUIO.

+ KDP Connect + — nepeHanpaBneHune Tpadumka cpeactBsamm npotokona BGP B pexume
Always On, nocTaBka ounLeHHOro Tpadurka ocyulecTaseTcsa yepes GRE-TyHHenu nnnm
BblAENEHHYIO JIMHWIO.

+« KDP Control — nepeHanpasneHune Tpadpuka cpeactesamum npoTtokona BGP B pexume
On Demand, gocTaBka o4nLLeHHOro Tpadumka ocyulectensetcs yepe3d GRE-TyHHenn
VAW BblAENEHHYIO TMHUIO.
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ApxutekTtypa Kaspersky DDoS Protection
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3awmTa OT LeneBbiX aTaK U CJIOXKHbIX yrpos

@

KomnnekcHoe pelweHune Kaspersky Threat Management and Defense no3sonsieT
3 dEKTUBHO 6OPOTLCH C Hanbonee CNOXKHLIMU U U3OLPEHHBIMU MepeaoBbIMU YrPO3aMu

CooTtBeTcTBUE TPpe6OBaHUAM
3aKoHogaaTenbcTBa PO:

PeweHuns «JlabopaTopunm Kacnepckoro»
BHECEHbI B €1MHbIN PeecTp POCCUNCKOro
MO, cooTBeTCTBYIOT TpeboBaHMam OCTIK
n ®Cb Poccum, a Takxe yunTbiBatoT Tpebo-
BaHWS POCCUMNCKOro 3aKoHOAAaTeNbCTBa:

* VYka3 [NpesngeHTa Poccuimmckonm
Qepepaumm o1 15.01.2013 1. N2 31c
«O co3faHnn rocynapcTBeHHOM
CUCTEMbI OBHAPYXEHWS, MpeLynpex-
LeHUs U MINKBUAALMN NOCNEeLCTBUN
KOMMbIOTEPHbIX aTak Ha MHGopMa-
LIMOHHbIe pecypcbl Poccuinckom
Depepaumm»;

o ®depepanbHblit 3akoH OT 26.07.2017
N 187-®3 «O 6e3onacHoCTH
KpUTUYECKOM MHGOPMALMOHHOM
MHbpacTpyKTypbl Poccuimckom
Ddenepaumm».

B pamkax eanHom cTpaternm no NpOTUBOAENCTBUIO NEPELOBLIM YIPO3aM W LIeNIEBbIM aTakam
Kaspersky Threat Management and Defense npeacTaBnseT yHUKaNbHYIO KOMOUHALMIO
cneunanm3npoBaHHbIX 3alMTHbBIX CPEACTB Ha 6a3e NepefoBblX TEXHONOTUI U LUMPOKUIA
CMeKTP 3KCMEePTHbIX CEPBUCOB, CNOCOHHbIX TMH6KO aAanTUPOBATHCS K MOTPEBHOCTAM
KaXkAOW KOHKpPeTHOM opraHunsaunun. PeweHune Kaspersky Threat Management and Defense
NPM3BaHO MOMOYb OpPraHM3aumnsam B CO6M0AEHUN TPEOOBaHWIA BHY TPEHHNX Cy X6 MB,
BHELLHMX PEryInpytoLWwmnx OpraHoB 1 AeNCTBYIOLLEro 3akoHoaaTenbcTBa B chepe Nb.

Kaspersky Threat Management and Defense He TONbKO aBTOMaTMU3UPYET npoLecc c6opa
OaHHbIX W ynpoLllaeT paccnefoBaHne NHUMAEHTOB, HO U NPeAOCTaBAsSET rMobanbHytO
AHaNTUKY, KOPPENILMIO COBBbITUI Ha 6a3e MALLMHHOIO OBy4YeHUs 1 ry6OKY 3KCNepTU3y
B 06/1aCTV aHanm3a kMbepyrpos Ans NPOTUBOLENCTBMSA AaXKE CaMblM KOMIMIEKCHbIM
aTakaM Ha BCex 3Tanax ux peanusauunu.

Kaspersky
Anti Targeted Attack

©

CepBucsl Kaspersky
Kméep6e§onaCHocm Endpoint Detection
<, ] and Response
QP %o
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Kaspersky Threat Management and Defense — egunHas
nnatdopma no obecneveHnio 6bICTPOro O6HAPYKEHNS YTPO3,
paccnefoBaHus MHLUMAEHTOB, pearnpoBaHus U BOCCTaHOB/EHMS
PaboTOCNOCOBHOCTU MHOPACTPYKTYPbI C MOMOLLBIO KOMMIEKCa
B3aMMOCBS3aHHbIX 3aLUUTHbIX PELUEHUI U CEPBUCOB:

Kaspersky Anti Targeted Attack

Cneumann3npoBaHHasa nnatdopma No NpoOTUBOLENCTBUIO
KOMMIEKCHbIM YrpO3am Ha BCex YPOBHAX I T-MHPpacTpyKTypbl,
BKJItOYatOLWas MNONHOPYHKLMOHANbHbBIN HA6OP TEXHONOTUN
LN OBHapYXXeHWs paHee HEN3BECTHbIX Yrpo3 U LieIeBbIX aTak
N MHCTPYMEHTbI COMOCTAaBNEHUS Pa3NNYHbIX MOKa3aTenemn
KOMMNpoMeTaLmn ANS BbIIBAEHMS aTaK MOBbILLIEHHOWN
CNIOXHOCTMU.

0 Kaspersky Endpoint Detection and Response

MepenoBoe pelleHne NO O6HAPYXKEHUIO MHLMAEHTOB
Ha paboyrx MecTax U aKTUBHOIO PearnpoBaHUs Ha HUX
3a CYeT opraHM3aLmn LEHTPAIM3OBAHHOIO yNpaBneHuns
B KOPMOPATUBHOW CETU.

0 CepBucbl Ku6ep6e3onacHocTu

«JlabopaTopusa Kacnepckoro» npeanaraet pa3nnyHoro
YPOBHSI TPEHUHIM AN MOBbILLEHUs KBannduKaLumMm cneuma-
nncToB B o6nactm MNb, a Takxke NpefoCTaBASET Lenbit pas
SKCNEPTHbIX CEPBMCOB, B YaCTHOCTWM MO pearMpoBaHMIO Ha
WMHUMOEHTbI U aKTUBHOMY MOWUCKY Yrpos.

PelleHus ons 3awmTbl KpynHOro 6msHeca: kaspersky.ru/enterprise
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B 3aBMCKMMOCTM OT NOXeNaHWIM 3akas4ymka K peLleHnto, HOpMaTuB-
HbIX TPE6OBAHNIM NN OCOBEHHOCTEN MHOPACTYPYKTYPbI Bbl MOXETE
nononHuTth peweHne Kaspersky Threat Management and Defense
cnenylowmMmn NpoayKTamu:

Kaspersky Security pna 6MsHeca — MHOroypoBHeBas 3aliuMTa
pabounx CTaHLUMM N CepBepoB, KOTOpas obecneymsaeT
KOMMIEKCHYO 3aLlLMTY KOPNOPaTUBHOM CETU N COLEPXKUT
MHOXeCTBO NepeAoBbIX TEXHONOMMI, TaKMX Kak aHanu3
noBeAeHus, AMHaMUYecKkne 6enble CNCKKN, BCTPOEHHOE
wndpoBaHue GanoB UK BCEro AUCKa, MOUCK M yCTpaHeHne
YS3BMMOCTEN U MHOTWNeE apyrue.

Kaspersky Secure Mail Gateway — NonHOCTbIO MHTErpmnpo-
BaHHOE pelleHne, O6beANHAoLLEe CUCTEMY SNIEKTPOHHOM
MOYTbl M CPELCTBA €€ 3alUTbl B COCTaBe rOTOBOIO K MCMOJb-
30BaHWIO BUPTYaNbHOro yCTponcTBa 6e3onacHoCTH. MpoayKT
obecreymBaeT CaMyto COBPEMEHHYIO 3alLUTY 31EKTPOHHOM
MOYTbl OT M3BECTHBIX N HEWM3BECTHbIX Yrpo3, BKJloYas Crnam,
OULWKMHT 1 BCe BUAbI BDELOHOCHbIX BAOXEHNN.

Kaspersky Private Security Network — 370 nokanbHas
penyTaLMOHHasa 6a3a AaHHbIX, KOTOpas COOTBETCTBYEeT
XECTKMM TPebOBaHNAM K CUCTEME 3aLLMTbl U O6NafaeT Bcemu
npeunmyLiecTBaMmm o6navyHom ceT 6e€30nacHOCTH, HO 6e3
nepenayv AaHHbIX 338 Npeaenbl NOKanbHOW ceTu.


http://kaspersky.ru/enterprise

Kaspersky Anti Targeted
Attack

3a cyeT NpOoBepKM CETEBOrO TpaduKa B PEXMME peasibHOro BpeEMEHMN
B COYETaHWU C aHaN30M NOBELEHNS MOAO3PUTENbHbBIX OO6BEKTOB

B MECOYHMLLE U MPOAKTUBHOMW 3aLlLMTON paboumx MecT nnatdopma
Kaspersky Anti Targeted Attack naet nonHoe NpeacTaBleHNE O TOM,
YTO NPOMCXOAMT B MacliTabax Aaxe reorpadmyeckn pacnpene-
NIEHHOW KopnopaTMBHOM IT-MHGpPaACTPYKTYypbl. DTO NO3BONSET
O6HaPYXMBATb YrPO3bl HA CaMbIX PaHHMX 3Tanax N KOMMAEKCHO
pearnpoBaTb Ha MHLMAEHTbI NIO6OMN CNOXKHOCTH.

© © © @ ©

I
[no6anbHble MepepoBas  MawuHHOE O6yyeHVe AHanus ConocTaBneHune
aHanuTUYeckue necoyH1ua 1 MHOrOypOBHEBOE ceTeBOro CO6bITHA
ZaHHble o6HapyeHne Tpaduka 1 BU3yanusaLms

Ha ypoBHe ceTn obecneymsatoTcs:

e MHOrOypOBHEBOE O6HAPYXEHNE MHLUNMAEHTOB U COMOCTaBAEHWE
COBbITUN;

e npodunakTUKa aTak Yyepes JeKTPOHHYIO MOYTY;

e MHTErpauusa c peweHusmm ans 6e30nacHOCTN CETU C LLENbIO
aHanusa Tpaduka U obMeHa BEPAMKTaMM

9
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Kaspersky Endpoint Detection
and Response

TpalnunoHHbIe NNAaTPOPMbI 3amTbl pabounx mecT (Endpoint
Protection Platforms) urpatoT BaXkHyt0 pOb B 3aLLMTE OT LUIMPOKOTO
CneKTpa yrpos, Bkatoyas BpegHoocHoe MO, BUpyChi-ndpoBanbLim-
KW 1 T. N. B TO e BpeMs 4acTb yrpo3 MOryT O6Xx0AnTb TPAANLMOHHbBIE
cpencTBa 3awmThl. Kaspersky Endpoint Detection and Response
no3BongeT 06HapyXmnBaTb NOAOGHbBIE MHLUMAEHTbHI U COAEPXKUT
CpencTBa aBTOMAaTM3MPOBAHHOIO pearnpoBaHMs Ha yrpo3sbl.

O 0 ©

I . I . ———
O630p C60p AaHHbIX Mepenosoe ABTOMaTMYECKOE ApnanTtuBHas
pabounx MecT  [Jisi NpoBeAeHUs o6HapyeHne peravpoBaHue 3aluTa
paccnenoBaHuin

Ha ypoBHe pabounx MecT o6ecneunBaloTcs:

e OO6Hapy)XeHVe KOMMIEKCHbIX Yyrpos;

* MPOAKTUBHbIA MOUCK YrPO3 B PEXMME PeasibHOrO BPeMEHMN
N PETPOCMEKTUBHbIN aHanM3 6a3bl AaHHbIX;

e aJanTMBHOE pearnpoBaHMe Ha Yrpo3bl U3 €4UHOrO
LeHTpanmM3oBaHHOro Beb-nHTepdeinca.



Kaspersky Private Security
Network

Mpy HEO6XOAMMOCTN COOTBETCTBUSA
CTPOrMM MONUTUKAMMN KOHOUAEHLNANBHOC
TV NO 06PabOTKE KPUTUYHBIX LaHHbIX,
«JlabopaTopusa Kacnepckoro» npeaocTas-
NngeT BapUaHT NOSHOCTbIO N30MPOBAHHOIO
penyTauMOHHON ceTn, 6e3 noTepu
KayecTBa O6HapyxeHus. MHTerpaums

c Kaspersky Private Security Network,
NO3BONSET NCMONb30BaTh B paboTe BCe
npenMyLecTsa rnobanbHOro penyTaunoH-
HOro LeHTpa, 6e3 nepefayn AaHHbIX 33
npenenbl KOHTPOAMPYEMOTO NepumeTpa
opraHusaumm.

PeweHune Kaspersky Private Security Network
MOXHO YCTaHOBMUTb B LLeHTpe 06paboTKM
[aHHbIX OpraHu3aLmn, n ero paboTty 6yayT
MOMHOCTbLIO KOHTPOAMpoOBaTh IT-cneuva-
JINCTbI Bawero npeanpuatms. MNpn aTom

Bbl HE NOABEpPraeTe PUCKY COXPaHHOCTb
KOHGUAEHUMaNbHBIX AaHHbIX U HE HapyLlaeTe
TpeboBaHua IT-6€30NacHOCTM ANF U30N-
POBaHHbIX CeTen.

g) (@)

Kaspersky Security
ANs cucTem
XPaHeHWs AaHHbIX

@D

Kaspersky Private
Security Network

Kaspersky
Anti Targeted Attack

Kaspersky Security Network

O6HoBneHue @

PenyTaUMOHHBIX AAHHBIX

Kaspersky
Security Center

penyTauus painos

penyTauus ccbinok

I * WabnoHbl onacHoro
noseaeHus NporpamMm

ROMNONHUTENbHbIE
cepBuChI

Security
ANS BUPTYanbHbIX
¥ 06nauHbIX cpen

PelleHus ons 3awmTbl KpynHOro 6msHeca: kaspersky.ru/enterprise

K: Security
Ans 6usHeca
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Cepsucobl «JlabopaTopumn Kacnepckoro»

&

LLInpoKuin cnekTp cepBUCOB, KOTOPbIE MOMOratoT YKpenuTb 3alnTy Ballen

opraHuMsauuu.

® &6 0 0

I I I
CepBucbl Cepsuchbl AKTUBHbBIN PearvpoBaHue TpeHUHrn
MHbOPMMPOBaHUS aHanvsa MoVCK yrpos Hayrposbl  ans IT-cneuvanuctos
06 yrposax 3aLUMLLEHHOCTH

CepBuCbl UHPOPMUPOBAHUSA Ha YrpoO3bl

CepBuchl MHGopMUpoBaHUs «JlabopaTopum Kacrnepckoro»
MOMOTratoT YKPennsaTb CUCTEMY 6€30MaCHOCTUN C MOMOLLbIO MOTOKOB
[aHHbIX 06 yrpo3ax n cneunanmsnpoBaHHbix oT4yeToB. C MOMOLLbIO
nopTana Threat Intelligence Bbl nonyyaeTe yoO6HbIN AOCTYN K
aKTyanbHOW nHGOpMaLMmM 06 yrposax. OTW AaHHbIE MOMOTYT
Ballein opraHn3aLmmn BICTPOUTL 60N1ee HaAEXHYIO CUCTEMY
3aWmTy OT KMbepyrpos.

¢ [MoTokM AaHHbIX 06 yrpo3ax — NOCTOSSHHO O6HOBASIEMbIE
NOTOKM AaHHbIX 06 yrpo3ax, KOTOpble AOMONHSAOT peLleHne
SIEM paHHbIMMK O BpenoHocHbIx URL-agpecax, noBbiwatoT
3OPEKTUBHOCTb pPeLleHNN ANS 3aLUNTbl CETU, PacLUMPSIOT
BO3MOXHOCTU 3KCMEPTHOrO aHann3a n NoMoratT B Uccie-
[OBaTeNbCKOW paboTe.

e OTtyeTbl 06 APT-yrpo3ax — HOBOCTU 06 O6HaPYyXEeHUN Yyrpo3
knacca APT He Bcerga coo6LWatoTCs Cpasy, a BO MHOTUX Cy4Yasx
Takas MHbopMaums BooblLLe He obbasngeTcs Ny6anyHo. Hawm
NoAPOGHbIE OTYeThl MO3BONIAT BaM B YMCJ/IE MEPBbLIX MONyYaThb
IKCKIO3MBHYIO MHbOPMauuio 06 APT-yrposax.
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OTueTbl 06 yrpo3sax ans GUHAHCOBbIX OPraHM3aLMin — OTYETHI
06 yrpo3ax, HaueneHHbIX Ha PUHAHCOBbIE MHCTUTYTbI, BK/OYas
ueneBble aTaku, aTaku Ha MHGPACTPYKTYpPYy OpraHmsaumi
dnHaAHCOBOro cekTopa (Hanpumep, Ha GaHKOMATbI), UHCTPYMEH-
Tbl, pa3pabaTbiBaeMble KM6EPNPECTYNHUKaMMN AN aTaku Ha 6aHKK,
npoLeccuHroBble KoMmnanum, POS-cuctemsl.

KacToMuanpoBaHHble 0TYETbl — OTYETHI, CO34aHHblE CreLManibHO
LS Balllel opraHusaummn. Hawm akcnepTbl BBICTPAVBAIOT MOJHYIO
KapTUHY TEKYLLEN CUTYalLMM C YTpO3aMu, BbISBASIIOT YA3BMMbIe
MecCTa B Ballel 3almTe 1 O6HAPYXMBAIOT NMPU3HAKM MNPOLIEALLINX,
TeKyLWNX U NIaHUPYEMbIX aTak.

Threat Lookup — oHnanH-nnatpopma, OTKpbiBatoLLas LOCTYN
KO BCEM HaKoMeHHbIM «JlabopaTopuen Kacnepckoro» sHaHusaMm
O KMbepyrposax 1 nx B3aMmMoOCBA3AX.

MOHUTOPVHI 60THET-YrPo3 — CEPBUC BKIOYAET NMOAMUCKY
Ha NepcoHaNM3npoBaHHbIe yBEAOMEHUS C MHPOPMaLMel
06 O6HAPYKEHHbIX 6OTHETAX, aTaKYOLWMX OHIANH-PECYPChI
KOMMaHWUW KJNEHTA.

MOHUTOPUHI PULIMHIOBBIX YrPO3 — CEPBNC aKTUBHO
OTCNIEXMBAET B PEXMME peasibHOro BpeMeHU NosBeHne
OULIMHIOBbLIX CaNTOB, YIPOXAIOLLMX BalLlen KOMAaHUn, v
CBOEBPEMEHHO YBEOMNIAET O HUX.



CepBVICbI aHaJin3a 3all U EeHHOCTHU

SKcnepTHble cepBuchl «JlabopaTopmm Kacnepckoro» — 3To ycnymm
CNeunanmcToB KOMMNaHWUM, MHOTME 13 KOTOPbIX ABASIOTCA NPU3HaH-
HbIMU BO BCeEM MUpe npodeccroHanamu. MIx 3HaHMs 1 ONbIT CiyxaT
OMOPOW Hallen penyTaunm MMPOBOTO inaepa B 061aCTn aHann3a
yrpos.

TecTMpoOBaHMe Ha NPOHUKHOBEHUE

CepBKC NO3BOAUT MNONYUYNTb 6OJee MNOAHOE NpefcTaBneHne

O NPOBNEMHbBIX C TOUYKM 3peHUst 6€30MacHOCTM MecTax B MHdpa-
CTPYKTYpPE, BbIIBUTb YSI3BMMOCTU, MPOaHanM3nMpoBaTh BO3IMOXHbIE
NnocnencTBMS aTak Pas3IMYHOro BUAa U oLeHUTb 3bdeKTUBHOCTb
yXe NMPUHATBIX MeP 3alLUTbl, @ TaKXKe NONyYUTb peKoMeHaaunm

Mo YyCTPaHEHMIO YSI3BUMOCTEN U MOBbILLEHWNIO 6€30MaCHOCTY.

AHanus 3alWMLLEHHOCTM NPUJIOXKEHUNA

CepBuC aHaM3a 3aLMLLEHHOCTUN NMPUIOXKEHWNIA BbISBASET YA3BUMOCTH
B MPUIOXKEHUAX IO6OrO TUMa — OT KPYMHbIX O6auHbIX PeLleHuit,
ERP-cucTem, cucteM ANCTaHLUMOHHOTO 6aHKOBCKOTO O6CTYXMBaHWMS
N APYrUX Creumanm3npoBaHHbIX 6U3HEC-NMPUITOXEHUI A0 BCTPOEH-
HbIX MPOrPaMM U MOBUJIbHBIX PELIEHWI Ha Pa3INYHbIX MaaTdopMax.

AHanus 3awueHHocTn 6aHkomaToB U POS-TepmuHanos
KomMnnekcHas nposepka 6aHkomaToB 1 POS-TepmMMHaNoB Ha Hanuumne
YS3BMMOCTEN, KOTOPbIE MOTYT MCMOJb30BAaTLCS aTaKyoWMMN AN
HECaHKUMOHMPOBAHHOIO CHATMUS HaJIMYHOCTW, BbIMONHEHMUS
MOLUEHHUYECKMX TPaH3aKLNN, C60pa AaHHbIX C KapT KJMEHTOB

nnn opraHusaumm DoS-aTtak.

AHanus 3aWnIEeHHOCTU NPOMbILLAIEHHbIX CUCTEM

C nomolLbto cepBrca NpeanpusaTns MoryT y3HaTb 06 Hanbonee
YS3BUMbIX O6bEKTax B UHOPACTPYKTYPE U MOBLICUTb YPOBEHb
3alUMTbl MPOMbILLIEHHBIX CUCTEM B COOTBETCTBUM C MONYYEHHbBIMMN
peKoMeHAaLNIMU.

PelleHus ons 3awmTbl KpynHOro 6msHeca: kaspersky.ru/enterprise

AKTUBHbIA MOUCK Yrpos

Kn6epyrposbl MOryT CyLLeCTBOBaTb M ENCTBOBATb BHYTPU KOPMoO-
PaTUBHOIO NepuMeTpa A0NTME MeCsLibl, MOAPbLIBasA SPHEKTUBHOCTb
paboTbl NPeAnpUATUS U KOHOUAEHLMANBHOCTb e/I0BOM MHbOP-
Maumu. IMeHHO No3ToMy BO3pacTaeT 3HaYMMOCTb CEPBUCOB,
KOTOpblE ULLYT CNnefbl CylwecTByowen atakn. CepBUChl akTUBHOTO
noucka yrpos «Jlabopatopum Kacnepckoro» nomoratoT 06Hapy»mnTb
CJIOXHbIE YIPO3bl MPW MOMOLLM NEPESOBbIX MPOAKTUBHbBIX TEXHO-
NIOTUIA, NepefoBbIX TEXHOMOTMUIA U OMbITHLIX MPOdEeCCUOHaNOoB.

CepBuc o6Hapy)xeHus LeNeBbIX aTak

Cepsuc «Jlabopatopun Kacnepckoro» no o6HapyxeHMo Lenesblx
aTak 6yneT noneseH, ecnu Bbl O6€CNOKOEHbl aTakaMu, HanpaBfeH-
HbIMU Ha Ballly OTPacC/b, 3aMeTUIN NOLO3PUTENbHYIO aKTUBHOCTb
B CO6CTBEHHbIX CUCTEMAX WM Balla OpraHu3aLms Xxo4eT NpoBecTy
MAaHoBYIO NPOGUNAKTUYECKYIO MPOBEPKY.

CepBMC MOMOXET BbIABUTb!

* AaKTWBHbIE aTaKK,;

* aTakKu, npoumsoweqline B nposiom;
¢ CKOMMPOMETNPOBaAHHbLIE CUCTEMDI.

Kpome Toro, Bbl MONy4nuTE pEKOMEHAALMN MO YCTPAHEHMIO
NocneacTBUI aTakM MU NPeAOTBPALLEHMIO MOAO6HbIX aTak B
OyLyLem.

Kaspersky Managed Protection

KpyrnocyTouHas cnyx6a aHanumsa cobbiTin MHGOPMaLMOHHOM
6e3onacHocTu. B «JlabopaTopum Kacnepckoro» cneumanbHo ans
BaLLlen KoMMNaHUM GOPMUPYETCSH KOMaHAa SKCNEPTOB, 0O61aAaI0OLLMX
O6LWNPHBIMW HaBbIKaMK 1 6OraTbiM OMbITOM B 06/1aCTH aHann3a
Yrpo3. 3T1 CNeumnanmcTbl NPefoCTaBAAIOT NOAHOCTLIO YNPaBASEMbIN,
MHANBUAYaNbHO NOAOGPAHHBIN CEPBUC HEMPEPBLIBHOTO OGHapyxe-
HWS, 3aLLMTbI U aHanM3a, a Bbl MOlyYaeTe MaKCUMasbHYO OTAauy OT
[LaHHbIX, NONyYaeMbIX OT YCTAHOBIEHHbIX B Ballen MHPPACTPYKType
peweHn «Jlabopatopum Kacrnepckoroy.
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CepBVICbI pearnpoBaHusa Ha MHUNAEHTDI

OCTaHOBUTb aTaKy 1O €€ MPOHWKHOBEHWS BHYTPb BALLErO NEPUMETPA
3alUMTbl He BCErAa BO3MOXHO, OAHAKO CHU3UTb BO3MOXHbIN ylep6
M NPEefOTBPATUTb PACMPOCTPAHEHME aTaKW BMOJIHE B BalMX CUNax
C NMOMOLLLbIO 3KCMEPTHbLIX CEPBUCOB «JlabopaTopmu KacnepcKkoroy.

CepBuc pearupoBaHuUsi Ha MHLMAEHTbI

BkntoyaeT BeCb LIMKN pacciefoBaHNsa MHUMAEHTA, OT c60pa YInK
Ha MecTe [10 BbISIBNEHWUS JOMOJHUTENbHbBIX MHAWKAaTOPOB KOMMPO-
MeTaLunu, NOAroTOBKM NnaHa 60pb6bl C NOCNEACTBUAMUN U MOIHOIO
YyCTpaHeHWs yrpo3bl ANs Ballel opraHmn3aumm.

AHanus spepgoHocHoro MO

Mo3BonsieT NONy4YUTb MOJHOE NpeACcTaBAeHe O NOBeLeHU
KOHKPETHbIX BPE€AOHOCHbIX MPOrpamMmmMm, NCNoib3OBaHHbLIX AN
aTaku Ha Bally OpraHM3aLMIo, a TakXe O Lensx, Npecinenyembix
3/I0YMbILNEHHUKAMMU.

LndpoBas KpMMuHannucTuka

SkcnepTbl «JlabopaTopun Kacnepckoro» nccnenyoT CUMNTOMbI
VHUMOEHTA, UAEHTUDULMPYIOT UCMONHSEMbIN dann BpeLOHOCHOM
nporpaMmbl (€CM OH eCTb) M MPOBOAAT ee aHaNn3. KnneHTy
npeLocTaBnseTcs NOAPOGHbLIN OTYET C yKaszaHUeM Mep,
HEeOo6XOANMbIX ANS yCTPaHEHMS MOCAEACTBUN MHLUMAEHTA.
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TpeHuHru pns IT-cneunannucrtos

TpeHunHrn «JlabopaTtopuun Kacnepckoro» nomoryT IT- npodec-
CHMOHaNaM MonyYnTb akTyanbHble 3HAHWUS, PACLUMPUTL CBOIO
3KCMEPTM3Y N Pa3BUTb MPAKTUYECKME HABbIKM B BbIGPaHHbIX
obnacTax knéepbe3onacHOCTU. TPEHUHIU OXBATbIBAIOT LLMPOKMIA
CNeKkTp TeM B 06/1aCTN KNGep6e30MacHOCTH, a TaKXe PasinyHbIX
MeTOAMK U MPaKTUK, KOTOPblE MOTYT 6biTb MONE3HbI Kak
HaYMHaIOWMM CneumanmcTam, Tak U OMbITHBIM SKCNepTaM.

LUudppoBasi KpUMUHANMCTUKA M NPOABUHYTas undbposas
KPUMMHaNUCTUKA

3aja4a TPEHUHIOB — YKPEnuUTb 3HAHWS CNeLManncTOB BO BCEM,
UTO KacaeTcs MomUCKa CleaoB KM6eprnpecTyrnieHus n aHanmsa
PA3/IMYHbBIX TUMOB AAHHbIX C LLe/Ibio YCTAHOBUTb MCTOYHUK

1 BpeMeHHble mapaMeTpbl aTaku. [ocie 3aBepLueHns TpeHNHra
YHYaCTHUKM CMOTYT YCMelWHOo NpoBOAMTbL pacciefoBaHne
KOMMbIOTEPHBIX MHUMAEHTOB, YTO MOBLICUT YPOBEHb 6€30MaCHOCTU
KOMMaHWW B LIEJIOM.

AHanus BpegoHocHoro NO 1 o6paTHas paspaboTka (HayanbHbI
M 3KCMEepPTHbIA YPOBHM)

TpeHWHr No o6paTHOM pa3paboTKe MOMOXET cneunanmcTam

B 06/71aCTN pearnpoBaHms Ha MHLMAEHTbI yCrelwHee NPOBOANTb
paccnefoBaHVe BPeLOHOCHbIX aTak.

PearnpoBaHue Ha UHLUAEHTbI

TPEeHWHr MOMOXET COTPYAHMKaAM CNyX6bl IT-6€30nacHOCTH
6onblue y3HaTb 060 BCEX CTaAMUAX pacCnefoBaHUsg UHLUNAEHTOB
M JacT BCe HeO6XO4MMble CBeAeHMWs As YCMeWwHOoro
CaMOCTOSATENbHOMO YCTPaHEeHUs NOCNEeACTBUIA MHLUMAEHTA.

O6Hapy)xeHue yrpos c nomoubio YARA

TPEHUHI MOMOXET y3HaTb, KaK MPaBUAbHO NucaTtb, 3PHOEKTUBHO
TeCcTUpPOBaTb M yny4ywaTb npasuna YARA Takmm o6pasom, 4Tobbl
C MOMOLLBIO HUX MOXHO 6bINI0 YCMNeLwWwHO O6HapPYXMBaTb aTakW.



CepBucbl kKubep6esonacHocTtu «Jlabopatopuu Kacnepckoro»

OT4eTbl 06 APT-yrpo3ax 1 atakax Ha $pMHaHCOBblE OpraHu3aLmm

TpeHuHrn
MopTtan Kaspersky Threat Intelligence

CepBI/ICbI dHaJ/lM3a 3allULLEHHOCTHU

[MponsuHyTbIE

LundpoBas W KACTOMU3MPOBAHHbIE OTYETbI
KPUMUHANUCTMKa
1 aHanu3 MoToku AaHHbIX 06 yrpo3ax

BpefoHocHoro MO

CepBu1C O6HapyXeHUs LieneBbix aTak

basosble
umdposas
KPUMWHANNCTMKa

W aHanu3
BPELOHOCHOIO né

CepBuc pearmpoBaHus Ha MHUMAEHTbI

Kaspersky Managed Protection

[loBbieHMe
OCBEAOMNEHHOCTUN
COTPYAHVKOB

OpraHusaumoHHas 3penocTb

SEENS

[aHHble O6HapyxxeHue OueHkKa PaccnepoBaHue HelTpanusauus BoccTaHoBneHue
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I'Iporpamma noBbiWEeHNa oCBeAOMJNIEHHOCTU

Db dEKTUBHbBIN MeTOA, YKPENIEHUS KOPNOPaTUBHOM KYNbTYpPbl MHTEPHET-6€30NacHOCTU

bonee 80% Bcex KM6EPUHLMNAEHTOB CBSA3aHbl C YeNOBEYECKMM paKTOPOM. [peanpuaTms TpaTaT OrpOMHble CpeacTBa

Ha BOCCTaHOBJ/IEHNE peCypCOB nocie MHUNOEHTOB 6e3OI'IaCHOCTI/I, BbI3BAHHbIX ,D,eVICTBI/IFIMI/I COTPYAHUKOB. OAHaKO

TPaAULMOHHbIE NPOrpaMMbl O6yYeHM s, NPU3BaHHble NPeAoTBpaLLaTb TaKue HapyLleHUsl, HeAOCTaTOYHO 3P PEKTUBHDI.
OHU MHPOPMUPYIOT, HO HE MOTUBUPYIOT. lNporpaMmsbl MOBbILLEHUS OCBeAOMIIEHHOCTU «JlabopaTopun Kacnepckoro»

He TOJIbKO AaloT 3HaHUS, HO U GOPMUPYIOT NPABUIIbHOE NOBELEHME.

npel/IMyI.I.leCTBa nporpamMmmbl npOFpaMMbI noBblIlWWEeHNA OCBEAOMJ/IEHHOCTHU

e Hawwu KypCbl He TONBKO AAOT 3HAHWS, HO M 3aKNaAblBalOT OCHOBbI
6€30MacHOro NOBEeAEHWNS: MPU 0BYYEHUM NCMONb3YIOTCS UTPOBOM
NOAXOA, MPaKTUYECKME 3aHATUSA, UMUTaLMS aTak U T. 4. DTO
nossonsetr GopMMPOBaTb YCTONYMBbLIE MPUBLIYKK U YKPENNATb
Knbep6e30nacHOCTb B JONTOCPOYHOWN NepCrneKkTUBe.

e [1ns pasHbIX KaTeropuin COTPYAHUKOB GOPMUPYIOTCS pa3Hble
HaBbIKW. BbiCLLee pyKOBOACTBO, INMHENHbIE pyKOBOAMUTENN/
MeHeaXepbl cpefHero 3seHa, IT-cneymanmucTbl U psaoBble
cneunanucTbl — BCe 3TU rpynnbl COTPYAHUKOB O6y4atoTcs
pa3HbIM HaBblkaM C Y4ETOM UX LOKHOCTHbIX 0693aHHOCTEN.

e BONMbLWMHCTBO KYPCOB NPOXOAAT B OHNAMH-bOopMaTe, NO3TOMY
dopmat nossonget n otaeny Vb, n otaeny kagpoB nerko
OTC/IeXMBaTb YyCNEeBaeMOCTb NOb30OBaTENEN N KOHTPONIMPOBATL
XOA 06yYeHUs.

e B ocHoBe kypcoB — 6oraTblii onbIT «JlabopaTopum
Kacnepckoro» B o6nactn knbep6e3onacHOCTU U pa3paboTkm
3aLlUNTHbBIX peLleHnA.
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Kaspersky Interactive Protection
Simulation

Wrpa Kaspersky Interactive Protection
Simulation (KIPS) npeaHasHayeHa

015 pyKOBOAUTENEN KOMMNAHWNM, KOPROpaTuB-
HbIX 3KCNepTOB NO KMbepbHe3onacHOCTU

1 coTpyaHunkos IT-oTaenos. Llenb TpeHuHra:
NMOBbLICUTb OCBEAOMIIEHHOCTb O PUCKaX
nnpobnemax 6€30MNacHOCTH, CBA3AHHbIX

C NCMONb30BaAHNEM COBPEMEHHbIX
KOMMbIOTEPHbBIX CUCTEM, @ TaKXXe
NPOLEMOHCTPMPOBATL BANSHUE
Knbepyrpo3 Ha pe3ynsTaThl 6M3Heca.

[JocTynHble cueHapuu:

* Kopnopauwns

e baHk

e DeKTPOHHOE NPaBUTENLCTBO
¢ HedTdHas komnaHus

e DneKkTpocTaHuus

e CTaHUMa BOLOOYMCTKHM

e TpaHcnopT

Kaxablv cueHapuin NOCTPOEH BOKPYT
Hanbonee akTyanbHbIX 415 AaHHOW OTpacan
BEKTOPOB Yrpo3. DTO NO3BOASET BbISBAATD
M aHaNM3MpoBaTh TUMUYHbBIE OLLIMOKN

B OTHOLLEHWM CTpaTernmn knbepbesonac-
HOCTW 1 pearmpoBaHms Ha MHLMUAEHTbI.

UrpoBble TpeHUHrn Kaspersky
Cybersafety Management Games

Kaspersky CyberSafety Games — 310
MHTEPAKTUBHbIN MacTep-KNacc, KOTOPbIM
BKJIIOYAET KOMMbIOTEPHbIE 3aHATUS 1 YPOKU
NnoJ PYKOBOLCTBOM MHCTPYKTOPA. TPEHWHT
NMOKa3blBaeT NMHEMHbBIM PYKOBOAUTENAM
BCIO Ba>XHOCTb KM6ep6e30nacHOCTM Ha nX
YPOBHE OTBETCTBEHHOCTU. [TOMMMO co3aa-
HUS HEOBXOANMbIX 3HAHUIN 1N KOMMETEHLNI,
WMrPOBOW KypC NomoraeT BoipaboTaTb
NpaBWIbHOE OTHOLIEHME K MOAAEPKAHMIO
6e3onacHom paboyel cpeabl BO BCEM
noapasneneHunu.

O6yueHue IT-cneunannucToB HaBblkam
nopaep)xaHus kKn6ep6esonacHoCTU

CTaHAapTHble MPOrpPaMMbl MOBbILLEHMS
OCBEAOMJIEHHOCTU He 3aTparuatoT I T-
npodeccrnoHanos, cnyxeéy IT-nonoaepxkm
N OPYTUX TEXHNYECKNX COTPYAHUKOB.
«JlabopaTopus Kacnepckoro» npeacraenseT
nporpammy obyyeHus, npeaHasHaYeHHyo
crneumnansHo ans IT-cneunanncTos,
KOTOpast y4UTbIBAET NUX BbICOKUIN YPOBEHb
TEXHNYECKOM OCBEAOMNEHHOCTH.
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MnaTtdpopma obyuyeHnss HaBbliKaM:
OCHOBbI€ KU6EeprurmeHTbl

OHnanH-nnatdopma oby4eHnst HaBblkaM —
KJIIOYEBOM KOMMOHEHT MPOrpammsl
noBbIWeHMa ocBeioMNeHHOCTK. OHa
MnOMOraeT NoJib30BaTENSIM OCBOUTb Pa3Hble
CLEeHapuUn 1 CUTyauum, NoNyyYnTb 6onblle
3HaHMW N NOHSATb, KaK ONpPeaensTb

M pearmpoBaTh Ha pacnpoCTpPaHEHHble
Knbepyrposbl. OHNamH-obyveHune
MO3BONSET MPAaKTUKOBATLCH U YHYUTHCS

Ha MHTEPaKTUBHOM nopTane.

MpeumywecTtaa:

» YBnekaTenbHble Obyyatomne Moaynm
e TouyHas ouLeHKa 3HaHUM

e VIMuTaumMmm peanbHbix aTak

» PerynapHble OT4eTHl U aHaNM3
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3awmnTa KpMTUYEeCKom MHPPACTPYKTYpPHbI

%

CrpaTermyeckmm nogxopn K knéep6e3onacHOCTM MPOMbILLJIEHHbIX Cpej,

Yuncno BpefoHOCHbIX aTaK Ha MPOMbILWAEHHbIE CUCTEMbI, B TOM YMCJ1e Ha aBTOMaTU3NPOBaHHbIE CUCTEMBI
ynpaBieHus TexHonornyecknmu npoueccamm (ACY TI1) B nocnenHee Bpems 3Ha4YnTeNIbHO Bo3pocao. OgHoro
3apaxeHHoro USB-HakonuTens MoXeT 6biTb LOCTAaTOUYHO, YTO6bI BpenoHocHoe MO pacnpocTpaHmMiIoCh NoO BCEN

MHOYCTPUANbHOM CeTU.

Kaspersky Industrial Cybersecurity

e 3awMiaeT NPOM3BOACTBEHHbIE
npeanpusTus oT Knbepyrpos

« O6ecneymBaeT 6€30MaCHOCTb NPO-
MbILLUIEHHbIX CPeJ U HEMPEPbIBHOCTb
NPOU3BOACTBEHHbBIX MPOLLECCOB

e MUHUMU3NPYET BPEMS MPOCTOEB
N 3a[lePXKKM TEXHONOTUYECKNX
npoLeccos

Cuctembl ACY TI1 TpebytoT COBEpPLUEHHO MHOTO Noaxoaa K I T-6e30nacHOCTY MO CPaBHEHWIO
C KNlaccnyeckom opucHom IT-uHdpacTpykTypomn. B kopnopaTmBHbIX Cpefax OCHOBHOE
BHMMaHWe yaensaeTcs COXPaHHOCTU KOHPUAEHLMANbHbIX AaHHbIX, @ 6ecnepebomnHas
paboTa He HaCTONbKO BaXHa, Kak AN CUCTeEM yNpaBieHUs NPOM3BOACTBEHHbIMM
npoLueccamu, rae LeHa MUHYTbl MPOCTOS, KaK U No60M Apyron OWn6KM, O4eHb BENMKA.
[MosTomy B 06ecneveHnm 6€30nacHOCTN NMPOU3BOACTBEHHbBIX MPOLLECCOB AENCTBYET
NPOTUBOMONOXKHbIN MOAXOA, MPU KOTOPOM OCHOBHOM 3aayen sBngeTca nogaepxaHue

NX HEMPEPBLIBHOCTWN N ONepaTUBHOE YCTPaHeHWe Ntobbix C60EB.

Ewe ooHO oTanYMe 3aKNt04YaeTCs B UCNOMb3yeMbIX TEXHONOTMAX. BONbWMHCTBO Koprnopa-
TUBHbIX CETEN CTPOSATCS Ha 6a3e «knaccuyeckmx» OC 1 nporpaMmm, B TO BpEMS Kak
NPOMBILLNIEHHbIE CUCTEMBbI, KaK MPaBuio, OTANYAKOTCA UCKIOYNTENBHON CNOXHOCTbIO

M 3a4eNCTBYIOT Y3KOCMNELNANN3NPOBAHHbIE TEXHONOMMN, YTO TpebyeT OT CUCTEMDbI
6€30NacHOCTM JOMNONHNUTENbHOM TMOBKOCTH.

[Mpwn pas3paboTke pelleHns AN 3alnTbl MPOMbILWIEHHbIX NpeanpuaTuin «Jlabopatopus
Kacnepckoro» caenana akueHT Ha o6ecrnevyeHnm HeNPePbIBHOCTU TEXHONOMMYECKNX
npoueccoB. B ocHoBe noaxofa nexaT MHOTONeTHSS 3KCNepTmn3a B ob6acTu knbepbeso-
NacHOCTW, Fy60OKOe NOHUMaHWE NPUPOLbI YI3BUMOCTEN MHOOPMALMOHHBIX CUCTEM

N TeCHOE COTPYAHMYECTBO C MEXAYHAPOLHbIMU U POCCUNCKUMUN PETYNATOPaMU

B 06/11acTV TpebOBaHNM K 3alimTe.

PeweHwne Kaspersky Industrial CyberSecurity co3gaHo cneumanbHO AN 3aLWLMTbl CIOXHbIX
NPOMBILUNEHHBIX CPe, OTANYAETCH BbICOKOM MMOKOCTBIO M HAaCTpamBaeTCs B COOTBETCTBUM
C NOTPEBHOCTAMM BaLlLEro NPeanpusaTus.
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CrpykTtypa Kaspersky Industrial CyberSecurity
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=

KASPERSKY INDUSTRIAL CYBERSECURITY

YCTPAHEHVE
VA3BUMOCTEMN —II—
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KOHTPO/Ib
SALMTA OT {§} LENOCTHOCTM
BPELJOHOCHOTO MO
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I
YCIIYTH

OBYYEHUE N AHATTUTUKA SKCMNEPTHbIE CEPBUCbI

B TPEHWHIV MO B OLIEHKA
KMBEPBE3OMACHOCTM 3ALUMLEHHOCTY
B AHAJIMTWUYECKME OT KMBEPYIPO3
OTYETHI B VHTETPALSE
PELLIEHMS

B UTPbI-CUMYNIALNN
Bl COMPOBOXAEHWE
B PEATMIPOBAHUE
HA UHUMOEHTDI
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3awmTta MOBGUJIbHOIO U OHJIaMH-6aHKUMHTa

B

CHWKeHMe pUCKa MOLUEHHMYECTBA NPU COBEpPLLUEHUN GUHAHCOBbLIX OnepaLmmn

KnuneHTbl BCe pexxe NoceLatoT OTAe/IeHMs 6aHKOB U MpeanovYnTatoT coBepllaTb 6aHKOBCKME onepaLmmn, UCNoJb3ys
KoMnbtoTep 1 TenedoH. PaszymeeTcs, 3Ty TEHAEHLUMIO 3aMeTUIN MHOTUE PUHAHCOBbIE OpPraHM3aLmMM — OHU aKTUBHO
3anycKatoT MO6UJIbHbIE MPUSIOXKEHUS U pa3pabaTbiBalOT OHJIaNH-CEPBUCHI. DTO NPUBJIEKAET HE TONbKO HOBYIO

ayanToputo, HO 1 KVI6epﬂpeCTyI'IHVIKOB.

ATaku Ha cyeTta u TPaH3aKunun

[na noxuuieHnsa aeHer yepes MHTepPHeT-6aHKN 1 CalTbl GUHAHCO-
BbIX YCNYT KN6EPNpecTynHUKN NPUMEHSIIOT Pa3HOO6Pa3HbIE CXEMBI.

e K OCHOBHbIM yrpo3am OTHOCSATCS:KpaXa y4eTHOM 3anncu —
aTaka, Mpy KOTOPOW 3/I0YMBbILIEHHWK NOoMlyYaeT 4OCTyn
K ay TEHTUDUKALMOHHbBIM JaHHbIM MNOMb30BATENS U UCMOb3yeT
WX LN OCYLLECTBIEHNS HENErMTUMHbIX OrNepaunii;

e Kpa)ka NepCoHasbHbIX AaHHbIX MONb30BaTENS — HA OCHOBE 3TUX
[LaHHbIX CO3[atl0TCS JIOXKHbIE YYETHbIE 3anncK OT AnLA NOoMb30-

BaTens (AN MOWEHHNYECTBA UM HENerasbHOro BbIBOAA AEHET);

* BMeELWaTeNbCTBO B TPaH3aKUMN — USMEHEHNE NapaMeTPOB
TpaH3aKunm nnn co3gaHme HOBOW TpaH3akKunn OT NMEHU
nonb3oBaTend.
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Kaspersky Fraud Prevention

Kaspersky Fraud Prevention He NnpoCcTo yCcTpaHsaeT NoCneaCTBUS
MOLIEHHMYECKOTrO MHUMAEHTA, HO AaeT OpraHn3aLmnsm BO3IMOXK-
HOCTb MPUHSATb MPEBEHTNBHbIE MePbI, YTOOLI HE MO3BONNTH
3/10yMbIlNEHHMKAM JO6UTbCS cBoen Luenu. MNnatdpopma akTMBHO
610KMpPYeT NOMbITKM KN6EPNPEeCTYNHUKOB MOXNUTUTb AaHHble
nosnb3oBaTenen, ycTpaHssa yrpo3y MoLeHHUYeCTBa 4O TOrO, Kak
OHa MONYYUT peanbHOe BonouleHne. KOHCONMb pellenmns Takxe
NO3BONIAET COTPYAHMKAM 6aHKa, OTBeYaloWwmMM 3a 60pboy

C MOLIEHHMYECTBOM, CO6paThb TOYHbIE CBEAEHMS O KaXKAOM
WHUWAEHTE, B TOM YUCIEe YYETHbIE JaHHblE, MCMOb30OBaHHbIE
[LN8 4OCTYyNa K CYeTYy.

3awmTa B peXXxumMe peasibHoro BpeMeHu

Kaspersky Fraud Prevention OTHOCUTCS K CUCTEMaM CleayloLWwero
NMOKOJNIEHUS, KOTOPbIE MO3BONSIOT B PEXMME PeasbHOro BPEMEHM
aHanM3npoOBaTb NOBEAEHWE, YCTPOMCTBA M OKPY>XKEHWE NMosb3oBaTens,
a TaKXe C MOMOLLbIO MALLUMHHOIO OBYYeHMUs BbISBASATH MPOLBUHY T
CXEMbl MOLIEHHMYECTBa M OTMbIBaHWS AeHer. Kpome Toro,
Kaspersky Fraud Prevention nomoraeT apdeKkTMBHO 3anLLaTh
MOBUIIbHblE YCTPOMCTBA NONb30OBaTENEN OT NOMbITOK OHNANH-
MOLLEHHNYEeCTBa.



Advanced Authentification

PelleHune, co3naHHOe A/s MOBbIWEHUs YAO6CTBa NONb3oBaTeNNeN,
CHWXXeHWS 3aTpaT Ha ABYXDAKTOPHYIO ayTeHTUdMKaLnio 1 onepa-
TMBHOrO O6HapPYXeHWs MOLO3PUTENBHOM aKTUBHOCTU. [TpuMeHeHme
Advanced Authentication cnoco6cTByeT pocTy 613Heca 1 NoBbI-
LIEeHWIO YPOBHS 6€30MacHOCTMN NPefOCTaBSEMbIX YCNYT.

AyTeHTUdMKaunsa Ha OCHOBE PUCKOB

TexHONOrnMm MaWMHHOIro O06y4YeHNs 1 HeNPEepPbIBHbIA aHaNN3 COTEH
napamMeTpoOB B PEXMME peasibHOro BPpEMEHW NO3BONSIOT ANHAMM-
4YeCcKUM OLEHMBaTb PUCKM, YTO6bI Bbl MOTIN MPUHATL GbICTPOE

M TOYHOE pelleHne: MO3BOAUTb M MONb30BaTENO BOWNTH, MPOBECTU
LLOMONHUTENbHYIO BEPUPUKALMIO MW OFPaHUYMNTb €ro JOCTYM.

f@s HenpepbiBHas ayTeHTUPUKaums

PelweHne aHann3npyeT NoBeLeHYECKME N BUOMETPUYECKME
[LaHHble, penyTaumnto YCTPONCTBa U APYTYIO BaXKHYIO HeNepco-
HUPUMLUMPOBaHHYO NMHGOpMaLumio. Ecan cnctema obHapykmBaeT
Kakne-nm6o NpmusHakm aHOManbHOrO AN NOAO3PUTEIBHOTO
noBeAeHMs, OHa aBTOMaTUYEeCKM OTMNpPaBAsSeT COOTBETCTBYIOLW MM
CUTHan B CUCTEMY ayTEHTUOMKALMN, MO3BONLS OFPaHUNYNTD
MOLUEHHUYECKYIO aKTUBHOCTb €eLle O COBEPLUEHNS TPaH3aKL MK,

z%j O6Hapy)XeHue KpaXkyu y4eTHOM 3anucu

Kaspersky Fraud Prevention Ha aTane BxoAa B CUCTEMY BbISBNSET
HOBble, HEMCMO/b3OBaHHbIE paHee yCTPOMCTBA, Yepes KOTOpble
OCYLLECTBASETCS BXOA B INYHbIA KabuHeT. Kpome Toro, aHanms
NOBeAEHYECKMX N BUOMETPUYECKNX AAHHBIX B PEXMME PeanbHOro
BpemMeHu onpeaensieT OTKAOHEHMWS OT «TUMUYHOTO» NOJb30Ba-
TENbCKOro NOBEAEHWS, BbISBASS UCMONb30BaHWE YCTPONCTBA
WU YYETHOW 3anNMCEN MOLUEHHUKOM.

PelleHus ons 3awmTbl KpynHOro 6msHeca: kaspersky.ru/enterprise
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Automated Fraud Analytics

Mo3BonseT 06HapYXMBATb BO3IMOXHYIO MOLIEHHNYECKYIO
aKTUBHOCTb, KOTAa OHa elle He Havanach, U NpeaocTasaseT
BCe [laHHble W aHaNIUTUKY, HEOBXOAMMbIE AN MPUHATUS TOUHbIX
N CBOEBPEMEHHbIX PELUEHWNA MPU BbISIBIEHUM OCO60 CNOXHbIX
cryvaes.

ABTOMaTH4YeCKOE MOCTPOEHNE U CONOCTaB/IEHNE
cBsizen

[Moka3biBaeT HEBUANMbBIE N HEOYEBUAHbIE CBA3N MEXAY
YCTPOWCTBaMU, OPraHn3aumaMmn n okpyxxeHmamn. PaboTtaeT

B KPOCC-KaHabHbIX M KPOCC-OPraHM3aLMOHHbIX Cpeax, BbisBass
KOppensumoo Mexay TUNUYHbIMU NPOPUASIMU, NCMOb3YyEMbIMU
yCTpOWCTBaMM, WabAoOHaMM NOBEAEHWS W APYTMMU NapameTpamMmm
NONb30BATENbCKUX CECCUM. [LOCTYN K 3TUM JaHHbIM AaeT BaM
KJIOY K PACKPbITUIO CNOXKHBIX MOLLEHHUYECKUX CXEM.

MNoBepeHYeCKUin aHanNU3 Ha OCHOBE MMY6UHHOro
o6y4eHus

CHMxXaeT HeOBXOAMMOCTb Pa3paboTKM GyHKLMOHaNa 1 ynpoliaet
npoLecc aganTaunmn Npu BbISBAEHUN HOBLIX Npodunen noBeneHns
KaK NermMTUMHbIX MONb30BaTENEN, TaK U 310YMbILLIEHHWNKOB.
ABTOMATMUYECKM OBHAPYXMBAET HEOHLIYHOE N NOAO3PUTENBHOE
noBefeHWe Ha 3Tane Bxo4a B CUCTEMY U Ha NPOTSKEHUN BCEN
Ceccumn, He NPOMNYCKas faXe Camble He3HaYMUTe NbHble OTKIOHEHWNS
OT HOPMBbI.

J{}g 'M6kaa HacTpoWka npaBun

[Mo3BonsieT Bam KOHTPONNPOBATb YPOBEHDbL U o06beM co3faHus
WHUMAEHTOB. [OTOBbIE K MCMOJIb3OBAHMIO I'IO,ELpO6HbIe MHUWOEHTDI
MOTYT 6bITb HaCTPOEHbI C Y4ETOM MOLIEHHNYECKNX CXEM, aKTYyallbHbIX
0N Ballero 6u3Heca.
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3awmta 6aHKomaToB U POS-cuctem
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Cl'leLl,I/IaJ'IVI3VIpOBaHHa$| 3aWlnTa Ang BCTpamBaeMbIX CUCTEM

baHkomaTbl U POS-cuctembl NnpuBneKaoT KN6epnpecTyNHUKOB TEM, YTO OHU HEMOCPEACTBEHHO CBA3aHbI

C ®MHAHCOBbBIMM TPAH3aKLUAMMU, BblAAa4YeN HANIMYHbIX AEHEr U CYUTbIBAHUEM LaHHbIX 6AHKOBCKUX KapT. 3alUTUTD
BCTPOEHHbIE CUCTEMbI OCOHEHHO TPYAHO: O6bIYHO OHU pacnpenesneHbl reorpadpuUeckn, CJOXKHbI B yrpaB/ieHUN
N penko o6HOBASOTCA. TakKUM YCTPOMUCTBaM TpebyeTcs HarnpaB/ieHHas 3allMTa BblICOYaNLLIErO YPOBHS.

Kaspersky Embedded Systems Security

«JlTabopaTopusi Kacnepckoro» co3nana pelweHne Kaspersky Embedded
Systems Security ons 3aWnTbl 6aHKOMATOB, KACCOBbLIX CUCTEM

M KMOCKOB CamMoo6cnyxmBaHms. OHO CO34aHO C YYETOM aKTyasbHbIX
Yyrpo3s, PyHKLMOHaNA YCTPONCTB, OCO6EHHOCTEN OnepauMoOHHbIX
CUCTEM, COEAVHEHUI N apXUTEKTYPbl BCTPAaNBAEMBbIX CUCTEM.

Hu3kue Tpe6oBaHUA K annapaTHbIM pecypcam

PeweHwne «JlabopaTtopmmn Kacnepckoro» pacCyMTaHo Ha non-
HOLLEHHYIO PaboTy Ha HU3KOMPOM3BOANTESNBHBIX annapaTHbIX
nnatdopmax, KOTOPbIMM O60PYAOBAHbI 6ONBLUMHCTBO 6aHKOMa-
TOB U POS-cnctem. CuctemHble TpeboOBaHWS K O60PYLOBAHUIO
MWHUManbHbI. [TpY NCNONb3OBAHNN PEXMMA MPOBEPKN MO
TpeboBaHUIO pelleHne obpallaeTcs K annapaTHbIM pecypcam
TOJIbKO BO BPeMS NPOBEPOK Ha BUPYChI.

Mopnneprxka Windows XP

Okono 90% 6aHKOMaTOB No-npexHemy ncnonssytoT OC cemencTaa
Windows XP, nogaepr>kka KOTOpOro npekpalieHa Npou3BOAUTENEM.
Pewenue Kaspersky Embedded Systems Security onTmmnsnposaHo
ANng NoNHOQYHKLUMOHaNbHOM paboThl Ha Nnatdopme Windows XP,
Tak e kak 1 Ha OC Windows 7, Windows 2009 n Windows 10 loT.
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CootBeTctBMe Tpe6oBaHmsam PCl DSS

CornacHo Tpe6oBaHusam PCl DSS, Bce cncTembl, KOTOpble paboTatoT
C 6aHKOBCKMMM KapTamu, LOMKHbI 6bITb CHabXXeHbl PErynspHO
o6HOBNSeMbIM aHTUBUPYCOM. Kaspersky Embedded Systems
Security NONHOCTbIO COOTBETCTBYET 3TUM TPEHOBAHUSAM.

~ *
KOHTponb Le/IOCTHOCTU q>am103
KoHTponb uenocTHoCcTu GpannoB OTCNEXMBAET AENCTBNS
C BbI6paHHbIMKW darnamum 1 nankaMmmn. TakxKe MOXHO OTCNEXMBATb
N3MeHeHUs B pannax, npomsolleve Toraa, Koraa MOHUTOPUHT
6bIn NpepBaH.

AypuT 3anucen XypHana“

PelleHne oTcnexmBaeT LeNOCTHOCTb 3aLlMLLaEMON Cpeabl,
OCHOBbIBAACh Ha 3aMmMCax B XXypHane cobbitnn Windows.

*[aHHble dyHKUMM focTynHbl B Bepcum KESS Compliance Edition.



CueHapwuii «3anpeT no ymoayaHuio»

Mpwn NCMONBb3OBaHWMM 3TOTO CLIEHAPWUS B CUCTEME UCMONHSAIOTCS
TONbKO Te Gpannbl, ApariBepbl N GUGANOTEKN, KOTOPbLIE IBHO
pa3peLleHbl aAMUHUCTPATOPOM. DTO NO3BONSET 3aLLUUTUTLCS
OT KOMIMEKCHbIX aTak.

KoHTponb ycTtponcTs

DyHKLMA KOHTPOS YCTPONCTB MO3BOSET KOHTPOIMPOBATh
[ocTyn K cucteme USB-HocuTenem — OAMH M3 OCHOBHBbIX NyTen
NPOHWNKHOBEHMWS BO BCTPOEHHbIE CUCTEMBI.

«3anpeTt

KoHTponb ycTponcTs
no yMOJ4aHu1Io»

ot BpeaHocHoro MO

3awmTa

v/ [paieepbl v/ USB-Hakonutenu

Kaspersky

v/ MpunoxeHus v/ Buénunotekun

Iﬁ Embedded Systems
Security

MpunoykeHus

Jpansepsbl

Bbuénuotekun

USB-Hakonutenu

A A A

XX XX

PelleHus ons 3awmTbl KpynHOro 6msHeca: kaspersky.ru/enterprise
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Pacwuun Pe€HHad TEXHNYECKasa NoganepixkKa

Peakumsi Ha KpUTUYECKN BaXKHbIE COBBLITUSA B peXXnme 24x7 u NpsamMon focTyn
K TEXHUYECKUM cneuymanmctam

MpemMuanbHble NporpaMmmbl NOALAEPKKN nAeaNbHO NOAXOAAT KPYMHBIM KOMMAaHUAM, A8 KOTOPbIX UCKIIOYNTENbHO
Ba)KHa HenpepbIBHOCTb 6M3HeC-NpoLueccoB. PeweHne Bawen npo6sieMbl CTAaHOBUTCS MPUOPUTETHOW 3apadven ans
aKcnepToB «JlabopaTopumn Kacnepckoro».

Mporpammbl NpemMuanbHOM NOAAEPKKN

MSA Business MSA Enterprise

MpeumywecTtBa MSA Enterprise:

« bBbicTpoe pearuposaHue. CneumanbHas
rpynna aexypuT B pexume 24/7, oTeeyas

3a MaKCMManbHO 6bICTPOE peLleHne
BaLLMX NPO6GNEM.

MuHuUMyM pucka. Mepbl 6€30MacCHOCTMH,
afanTMpPOBaHHbIE K Ballen cucteme
(BKNItOYASA MPUOPUTETHbIE XOTOUKCBI

nnepcoHanan3npoBaHHbIE l/ICFIpaBJ'IeHVIFI),

ob6ecneymBaloT MOMHYIO 3aLLUNTY.
3HaHMe ocobeHHOCTell Bawwen
MHPPACTPYKTYPbl. KaXXAOMY KIMEHTY
MSA Enterprise BbiaenseTcs nepCoHab-
HbIM TEXHUYECKNI MEHELKEP.

Pe3ynbTaT Takmx sHEPrnYHbIX ENCTBUN
M 3KCNEPTHOro NoAXo4a — CHUXEHNE
4ynmcna NPocToes, 6bonee HGoICTPOE
BOCCTAHOBJ/IEHNE CUCTEM U SKOHOMMUS
BHYTPEHHNX PECYPCOB, HEOBXOANMBIX
ANg yCTpaHeHns Henonaaok.

24x7x365

BbiaeneHHas Te)'IE(bOHHaﬂ
NHUNA

Bpems peakumu Ha
KPUTUYECKME MHLNAEHTHI

[MepcoHanbHbIN
TEXHWNYECKUIN MeHeLKep

PerynapHbie oTyeTbl
O cTaTyce pelleHuns
npo6aembl

30

PelweHune gna komnaHmm,

KOTOpbIM TpebyeTcs
peakums Ha KpUTUYECKN
BaXHble COObITUS B
pexxmme 24x7 1 NpsiMomn
LOCTYN K TEXHUYECKUM
cneynanMcTam

v
v

4 yaca

PeweHne ong
KOMMaHMM CO CNOXHOM
MHPPACTPYKTYpPOW,
KOTOpPbIM TpebyeTcs
nepcoHann3npoOBaHHas 1
NpPOaKTUBHas 3alumTa



MMpodeccrmoHanbHble yCRyru

MonyunTe MakKCMMyM MPeuMyLLECTB OT NPoAYyKTOB «JlabopaTopum Kacnepckoro»

KomMnaHuu, koTopble 3a60TATCS O KN6ep6e30NacHOCTU, BKNaAbIBAIOT CEPbE3HbIE CPEACTBA B YKPENeHMe 3aLMThl.
2kcnepTbl «JlabopaTopmn Kacnepckoro» noMoryT noay4ynTb MaKCUMaibHYO OTAa4y OT 3TUX MHBECTULUNA.
CneuvanmcTbl NO NPopecCMoHaNbHbIM YCJIyraM NOMOrYT BaM 6bICTpee pa3BepHYTb pelleHus «Jlabopatopum
Kacnepckoro», a Tak)xe onTUMU3UPOBATb M HACTPOUTb UX TaK, KaK HY)XXHO MMEHHO Ballel KOMMAaHUW.

NMomouwb 3KCnepToB

B pamkax npodeccrnoHanbHbix ycnyr
akcnepThl «JlabopaTopum Kacnepckoroy,
MOMOTYT Hay4YMUTbCs UCMOMb30BaTb MPOLYKTbI
Hanbonee 3¢ PpekTnBHO. CNOXKHOCTb
BHELPEHMS 1 3aTpaTbl HA HErO MUHU-
MM3MPOBaHbI, @ MPOLLECC 3HAKOMCTBA

C NPOAYKTOM 3HAYMUTEIbHO COKpPaLLEH.
Jlyylwine npakTuyeckme METOAMKH,
pa3paboTaHHble Ha OCHOBE 6OraToro
onbiTa paboThbl C KINEHTaMK, MHOTOKPATHO
YCKOPSIOT Pa3BepTbiBaHWE PELIEHUN.

PasBepTbiBaHUue

2OkcnepThl «JlabopaTtopum Kacnepckoro»
Pa3bACHAT BO3MOXHOCTW 3aLLUTHbIX
peLleHnit U NOACKaXKYT, KaK MOb30BaTbCH
MMM C YH4ETOM O60PYAOBaHUS N NOTPEBHOC-
Ten KomnaHnn. KoppekTHOe pa3BepTbiBaHMe
B NepcrnekTuee M36aBuUT OT MHOMMX Npo6iem
C N36bITOYHOM Harpy3KoWn Ha ceTu.

O6HoBNeHMne

B pamkax ycnyrn O6HOBNEHWS IKCMEPThI
OKa3blBalOT LOMONHUTENBbHYIO TEXHNYECKYIO
MOMOLLb MPW Pa3BEPTLIBAHUM HOBbLIX BEPCUM
npoaykToB «J/labopaTopum Kacnepckoro»
[N TOro, 4TO6bl O6HOBNEHWE MNPOLUNO
rNagKo M HUKaK He MOBANSIO Ha paboTy
KOMMaHuu.

lNMpoBepKa COCTOAHUA CUCTEMBI
3aliunThbl

[Tocne NoAHOro ayanTa HaCTPOEK NPOAYK-
TOB U ceTeBOW cpeabl (ANCTaHLMOHHOIO
WA Ha TEPPUTOPUM KNIMEHTA) CNELNanNCThI
CO34at0T MOAPOOGHLIN OTYET C NpakTuyec-
KUMKW peKoMeHalumnsgMmn: HanpuMmep, Kak
MOBbLICUTb 3PHEKTUBHOCTD 3aLUMUTLI U
CcUCTeMbl ee ynpasneHus. Takum o6pa3om,
npoLecc pa3BepTbiBaHNS PeLLUEHNS C CaMOro
Hayana ONTUMU3INPYETCS AN KOHKPETHOM
NHOPACTPYKTYPbI U CUCTEM KIMEHTA.

PelleHus ons 3awmTbl KpynHOro 6msHeca: kaspersky.ru/enterprise 31

HacTtpoiika

[Tocne KOMMAEKCHOM OLLeHKN KOHKPETHbIX
TpeboBaHMIN, NOANTUK N MHPPACTPYKTYPbI
KNMeHTa akcnepThl «JlabopaTopun
Kacnepckoro» npeaocTtasnsioT Habop
peKoOMeHAaLNi, B TOM Yncie Hanbonee
3dpdeKTUBHbIE KOHOUTYPALIMYM U HACTPOMKM
NONUTUK 6€30MacHOCTW.

KoHcanTuHr

KoHcynbTaHTbl «JlabopaTopum Kacnepckoro»
NOMOrYT YKPENUTb CUCTEMY 6€30NacHOCTH
KaXK[Oro KAMeHTa MHANBUAYANbHO, C y4ETOM
ero noTpebHocTeln. B pamkax cepBuca
KJIMEHTbI MONy4YaloT peKoMeHaaLmm

M COBETHI, MPOXOAAT LieNIeHanpaBieHHoe
obyyeHue 1 cneunannm3npoBaHHblie
TPEHWUHTW.
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3awmTa OoTAeNbHbIX Y3/10B CE€TU

CI'IeLI.VIaﬂVI3I/IpOBaHHb|e peweHna angd obecneyeHns 6e30NacHOCTU OTAENbHbIX KOMMNOHEHTOB CETU

Bce ycTponcTBa B cOCcTaBe KOPMOPaTUBHOM CETU HYXAAIOTCH B HaAEXHOW cneumannsnpoBaHHOM 3alluTe.
MoaToMy, MOMMMO peLLeHns AN KOHTPONS U 3almTbl pabounx mecT, «JlabopaTopus Kacnepckoro» paspaboTtana
NPOAYKTbI And obecrneyeHnsa 6e3onacHoOCTU OTAEJ/IbHbIX Y3/10B CETU. OHu MOTyYT 6bITb YCTaHOBJI€HbI B 4OMNOJIHEHUE
K npoaykTam Kaspersky Security nns 6MsHeca unm Kak OTAe/IbHOE peLueHune.

Kaspersky Security ansg ¢annosbix cepeepoB — 3TO 3PpPeKTUBHOE, HALEXKHOE N MacLluTabupyemoe pellueHme ans 3amTbl GarnnoBbIx
XPaHUAULL, C O6LMM AOCTYMNOM, HE OKa3blBatolllee 3aMETHOMO BANSAHMA Ha NPOU3BOANTENBHOCTbL CUCTEMBI. PellieHne o6ecrneymBaeT
3aWwmnTy OT BpenoHocHoro MO ans cepeepoB Ha 6a3e Linux 1 Windows.

3awumTa
@ MHTEPHET-LWJI030B

Kaspersky Security ang nHtepHeT-wno3os nposepseT Tpadmk HTTP, HTTPS n FTP B pexume peanbHOro BpeMeHu 1 obecnevmpaeTt
BCECTOPOHHIOIO 3aMTY MHTEPHET-LUIIO30B OT M3BECTHbIX M BHOBb BO3HUKAIOLLMX YIPO3.

3awmTa
NOYTOBbLIX CEpBEpPOB

Kaspersky Security ans nouToBbIx cepBepoB 06eCneymnBaeT 3aLllMTy MOYTOBOrO TpadurKa OT cnama, GULLMHIOBLIX CCbIIOK M BPELOHOCHOTO
MNO. PeweHne noaaep>KMBaeT NonynspHble NoyToBble NAaTopmbl Microsoft Exchange, Linux® Mail Server
1 IBM® Lotus® Domino®.
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O «Jla6bopaTopuu Kacnepckoro»

«JlabopaTopus Kacnepckoro» — MexayHaponaHas KOMMNaHus, paboTatouwas B chepe MHGopMaumMoHHoM 6e3onacHocTn ¢ 1997 rona.
[Ny6OKne 3KCMepTHbIE 3HaHWS U OMbIT KOMMaHWUM NexaT B OCHOBE 3alUMTHbLIX PELUEHUA N CEPBUCOB, ObecneympatoLLmx 6e30nacHoOCTb
6U3HECa, KPUTUYECKM BaXKHOW MHOPACTPYKTYpPbI, FOCYAAaPCTBEHHbLIX OPraHOB U NMOJib3OBaTENEN BO BCEM MUPE.

O6wurpHoe noptdonmno «JlabopaTopumnm Kacnepckoro» BkaovaeT B cebs nepenoBble MPOAYKTbl ANs LUIMPOKOro Kpyra nosb3oBaTenen.
«JlabopaTopusa Kacnepckoro» 3alimilaeT AOMALIHUX NOb30BaTENEN, HEGObLINE KOMMAHUK, MPeAnPUATUS CpeAHEro 6U3HECA N KPYTHbIe
KOpnopauumn oT BCEBO3MOXHbIX KN6epyrpo3, npeanaras BCeEM Npu 3TOM yAO6HbIE MHCTPYMEHTbI AN YPaBAeHUs CUCTE-MON 6€30MaCHOCTW.

«JlabopaTopus Kacnepckoro» noHMMaeT NOTPEOHOCTU HEOONbLUMX KOMMAHWI U NMpeanaraeT UM MHOTOYpPOBHEBbIE pelleHus, 3G PeKTUBHbIE
M NPOCTble B yNpaBneHnn. KomnaHmsa Takxe oTBe4aeT BCEM 3anNpoCam KPYMHbIX NpeanpuaTUi, NpesoCTaBass UM KOMMNEKCHYIO Nnatdopmy,
KOTOpas 3aliMaeT OT BCeX TUMOB KMGEPYrpo3, O6HAPYXMBAET CaMble COXHbIE aTakW, pearnpyeT Ha tobble MHUMAEHTbI U NPeaBUANT
pa3BuTUe yrpo3. Kpome TOro, KoMnaHus npegnaraeT Habop Cneumann3npoBaHHbIX PELLEHWNN, KOTOPbIE 3aLLMLLAIOT BCE Y3/1bl KOPNOPATUBHOM
ceTu, BKIOYas MOBUIbHbIE YCTPONCTBA, @ TakXXe CNOCO6HbI o6ecneynTb 6€30MacHOCTb LLeHTPOB 06PaboTKM AaHHbIX U MHAYCTPUaNbHbIX
cpea.

TexHonornu «Jlabopatopum Kacnepckoro» sawmwatot 6onee 400 munnmoHoB nonb3oBatenert n 270 TbiCAY KOPNOPaTUBHbBIX KIMEHTOB,
NMOMOras COXPaHWUTb TO, YTO A4St HUX BAXKHO.

bonee noapo6Has MHPOpMaLmMs 4OCTYNHa Ha www.kaspersky.ru.
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PGByﬂ bTaTbl HE3aBNCUMDIX TECTOB

B 2017 rony npoaykTbl «JlabopaTopum Kacnepckoro» NpuHsaamM yyactme B 86 He3aBUCMMBbIX TeCTax
n o630pax. B 72 cnyyasax oHM 3aHAIM NepBOe MeCTo U 78 pas BOLWIN B TPOMKY ny4wwmnx (TOMM-3).

100%

lMpouyeHm nonadaHuti 8 TOM-3

75%
BitDefender
50%
Sophos .
25%
F-Secure @
o Microsoft
A .
20 40 60
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Symantec

Trend Micro

«J1labopaTtopus
Kacnepckoro»

1-e mecTo — 72 pasa
YyacTtue B 86
TecTax/o63opax
TOP 3=91%

* Mpumeyanus.
+ BknoyaeT TecTbl NpoAyKToB Anst 6UsHeca, AOMaLLHUX

nonb3oBarenei 1 MOBUNbHLIX NpUNoxeHnit 3a 2017 roa,.

» B 0630p BoLUNM TECTbI, NPOBEAEHHbIE CNeayWUMA

He3aBucumMbiMK nabopatopusamu: AV-Comparatives, AV-
Test, SELabs, MRG Effitas, VirusBulletin, ICSA Labs, PCSL.

» TecTupoBanuck BCe JOCTYMNHbIE TEXHOMOMMM 3aLLnTbl NPOTUB

N3BECTHbIX, HEN3BECTHbIX N KOMMJIEKCHbIX Yrpo3.

» [lnameTp Kpyra COOTBETCTBYET YMCY 3aHATbIX NEPBLIX MECT.

YHucno mecmos/o630pos

80 100
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AO «JlabopaTopwusi Kacnepckoro» PelwweHunsa ang kpynHoro 6musHeca: +7 (495) 737-34-12
www.kaspersky.ru www.kaspersky.ru/enterprise sales@kaspersky.com

© AO «JlabopaTopus Kacnepckoro», 2018.

3aperncTpmpoBaHHbie TOBaPHbIE 3HAKW 1 3HaKK OBCNYXMBaHWS ABNSIOTCS COBCTBEHHOCTLIO MX NpaBoobnagatenen. Microsoft,
Windows, Azure n Windows Phone — ToBapHble 3Haku Microsoft Corporation, 3apernctpmpoBaHHbie B CoeiMHeHHbIx LLTaTtax
AMEPUKIN 1 B APYrnX CTpaHax. Linux — ToBapHbI 3Hak Linus Torvalds, 3apernctpupoBaHHbii B CLUA 1 B apyrux ctpaHax. IBM, System
Storage, Lotus, Domino — ToBapHble 3Haku International Business Machines Corporation, 3apernctpupoBaHHble BO MHOTUX lOpMUC-
AvKumax no scemy mupy. Android n Chrome — ToBapHble 3Hakn Google, Inc. iOS — 3apernctpuposaHHbin B CoeanHeHHbIx LUTaTax
AMEPUKM 1 B APYrMX CTPaHax ToBapHbI 3Hak Cisco Systems, Inc. n/unun ee appunmposarHbix komnaHwmi. Citrix 1 XenMobile —
3aperncTpupoBaHHble ToBapHble 3Haku Citrix Systems, Inc. 8 CLUA n/vnm npyrux ctpaHax. VMware v Airwatch — ToBapHble 3Hakun
VMware, Inc. unuv 3apernctpmpoBarHble B CLUA nan apyrux opncamkumsax TosapHble 3Haku VMware, Inc. AWS — ToBapHbIv 3HaK
Amazon Web Services Inc., 3apernctpupoaHHbii B CoeanHeHHbIx LLiTaTax AMepuku 1 B apyrux ctpaHax. Mac n Mac OS — 3ape-
rucTpupoBaHHble B CoefnHeHHbIX LLTaTax AMepukmn 1 B Apyrux CTpaHax ToBapHble 3Haku Apple Inc.


http://www.kaspersky.ru
http://www.kaspersky.ru/enterprise

	Защита крупных инфраструктур в эпоху цифровой трансформации
	Контроль и защита рабочих мест
	Защита мобильных устройств
	Кибербезопасность виртуальных и облачных сред 
	Защита от ddos-атак
	Защита от целевых атак и сложных угроз
	Сервисы «Лаборатории Касперского»
	Программа повышения осведомленности
	Защита критической инфраструктуры
	Защита мобильного и онлайн-банкинга 
	Защита банкоматов и pos-систем 
	Расширенная техническая поддержка
	Профессиональные услуги
	Защита отдельных узлов сети
	О «Лаборатории Касперского»
	Результаты независимых тестов 

