bonbLue TecToB. bonblie Harpaa. bonblue 3awmTbl* 1

B 2023 rony npoaykThl «J1labopaTopun Kacnepckoroy» npuHsnv yyactme B 100 He3aBUCKMBIX TECTaXx 1 0630pax.
OHun 93 pa3za 3aHManu Nepeble MecTa 1 94 pasa nonaganv B TPOVIKY MAEPOB.
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M OST T ESTE D + [o pesynbTaTam HE3aBUCUMbIX TECTOB KOPNOPATUBHBIX, TOTPEBUTENBCKMX 1 MOBWIbHBIX MPOAyKTOB 3a 2023 rog,

M OST AWARD E D* * B 0630p BOLWM TECTHI, NPOBEAEHHbIE CNeayoLLVMN He3aBMCMbIMK nabopaTtopusamu: AV-Comparatives, AV-TEST, MRG Effitas, SE Labs, Testing Ground Labs, Virus Bulletin.
+ TecTupoBanMcb BCe AOCTYMHbIE TEXHONOTMM 3aLUMTbI MPOTUB N3BECTHbBIX, HEN3BECTHBIX 1 KOMMIEKCHBIX Yrpo3.

K AS P E RS KY P R OT E CT I 0 N » [lnameTp Kpyra COOTBETCTBYET UMCITY 3aHATbIX MEPBbIX MECT.
+ Borblue TecToB, YeM y ApYrix NPon3BoANTENe peLlleHnin 6esonacHocTy, B nepurog, ¢ 2013 no 2023 rog.

*kaspersky.com/top3 +  TMpousBoAUTENV C NOMETKON «*» yuacTBOBanM MeHee YeM B 35% OT OBLLEro uvicna TeCTOB 1 Bbinv fo6aBneHbl B TaBAULYy ANs OBLLEro KOHTeKCTa.
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[MokazaTenn TOlN-3 oTpaxatoT YCMELUHOCTb MPOXOXAEHUS konso  Konso [UZICULN  ionso

NPOiAEHHbIX mecTt nonapaHwvii nepBbix

npoaoyKTaMm npon3BoanTENA CpaBHUTETIbHLIX TECTOB N L B TOM-3 pescy
B TEYEHVE KaneHaapHOro roga. Kaspersky 100 94 93
OCHOBHOW HOVKATOP YCMNELWHOCTN — 3TO 3HaYeHue TOIM-3, neMoHCTpupyioLLiee, CKOMbKO Pas Mpon3BoamTESb CO CBOVIMU MPOAYKTaMM 28 31 82% 20
3aHs1 NepBOE, BTOPOE U TPETbE MECTO B HE3aBMCKMbIX TECTAX, B KOTOPbIX OH Y4aCcTBOBas 3a OTUETHbIN Neprof. 3HavyeHue TOM-3 °
paccumTbiBAETCS Kak OTHOLLIEH/E KonnvecTBa pe3ynbTaTtoB TOIM-3 K Konu4yecTBY NPOiAEHHbIX NPON3BOAUTENEM TECTOB. .
Bitdefender 86 69 80% 67
3HaueHus TOIM-3 paccunTbiBalOTCS OTASBHO A1 KaXAOro YYacTHYKa TECTUPOBaHWS 1 CPaBHUBAIOTCS.
Avast 74 59 54
1. WTorm TecToB MOryT NOABOAUTLCS MO-Pa3HOMY — MO pe3ybTaTaM y4aCTHUKaM MOTyT MPUCY>XXAATbCS Harpabl Ui XXe MOryT 6biTb
Ony61MKOBaHbl TONMbKO AaHHbIE 06 YPOBHSIX OBHAPYXXEHIIS 1 TOXHOMOMNOXUTENbHbIX CpabaTbiBaHNISIX. ESET 49 35 32
KonuuectBo pesynbraTtoB TOM-3 nponssoauTens yBenmuMBaeTCs Moo Npuv NOyYeH Harpaabl, IM6o npw nonagaHuii B TPOWKY
NyYLLnX no pesynbTatam TecTa. [py 04HOBPEMEHHOM MoMafgaH B TROWKY NyULLIX 1 MOSTyYEHW Harpaibl mokasaTenb He
yBENMUMBAETCS ABaXb. 38 26 26
BosmoxkHa cuTyauus, Koraa HECKOIbKO MPOV3BOAMTENEN AOCTUMAIOT OANHAKOBbIX PE3YSIbTaTOB MO YPOBHSM OBHAPYXXEHWS, NN
OAMHAKOBbIX UTOrOBbIX PE3YIbTaTOB, UM MOTyYaloT Harpaisl OANHAKOBOW CTeNeHW. B Takom crnyyae 3Ty nponsBoauTenu 26 17 14
3aHVMAIOT MO pe3ynbTaTaM TecTa OJHO 1 TO XXE MECTO.
B crnyyae ypoBHei 06Hapy>KeHMS U UTOrOBbIX PE3YIbTaTOB MECTO MPOU3BOAUTENS C BoNee HA3KNM pe3ybTaToM ONpeaenseTcs Avira 50 30 26
KaK «KONMYeCcTBO NPOV3BOANTENEN C Bonee BbICOKMU pedynbTaTtamu + 1». Hanprmep, nocnenosatensHocTb MecT «1, 1, 2, 3»
HEBO3MOXHa, B TO BPEMS KaKv nocneposatensHocTn «1, 1, 3, 4» unn «1, 2, 2, 4» 60 «1,1,1,1,1, 6» BO3I\~/IO>KHbI. [ns nprBeaeHHbIX Microsoft 57 32 27
BblLLIE MOCNefoBaTeNbHOCTEN MeCT nokasaTesnb TOM-3 6yaeT yBenmueH TonbKo A1 NPOV3BOANTENEN, Ubl MECTa BblAeNeHb!
HKIPHBIM LUPVGTOM. Trend Micro 48 26 25
B cnyyae ¢ Harpagamu noapoBHble pasbsCHEHNS NMPaB NPYBELEHbI B OMUCaHN TECTOB HIXKE.
2. Kaxgplli pas, Koraa NpoaykT NPOU3BOANTENS yYacTBYeT B TECTe U 0630pe, ero nokasdatesb «KonmyecTBo NponaeHHbIX TECTOB» 15 8 8
yBENMUYMBAETCS.
Bo3MOoyHa CUTYaLMs, KOrAa B KaKOM-TO TECTE YHaCTBYIOT HECKOMbKO MPOAYKTOB OHOrO MpousBoanTens. B Takux cryyasix ero NortonLifeLock 47 24 24
rokasaTesib y4acTusi MOXET 6biTb 60sIbLLIE CYMMAaPHOrO KONMYECTBa TECTOB, MOCKOSIbKY KaxAblil U3 MPOAYKTOB NPOoV3BOANTENS
yBENMUMBAET ero nokasarerb y4acTus. WithSecure (F-Secure) 46 22 21
Ha prarpamme npencTaeneHbl TONMbKO Te MPON3BOAUTENN, KOTOPbIE YYacTBOBaIM HE MeHee YeM B 35% BCEX TECTOB.
Avarp pen PONSEoR pHiey ° AhnLab 47 20 20
Mpu pacyeTe 3HaueHu TOM-3 yunTbiBanunch Bce peay bTaTtbl TeCToB 3a 2023 rof, NosyueHHble 1 onyGkoBaHHble 0o 1 despans
2024 ropa. Mocne 3Toit aaThl A06aBUTh HOBbIE AaHHbIE BbINO YXKE HEMb3S. 29 12 12
B uncno nponssopuTenel 3almMTHbIX PELLEHIA, 4119 KOTOPbIX N3Mepsanmch nokadaTteny TOMM-3, Bowwnm Takue koMnanum, kak AhnLab,
Avast, AVC_&, Avira, Bltdefend_er, Broadcor_n (Symant_ec), CrowdS:crlke, ESET, WithSecure (F-Secure), «/labopaTopus Kacnepckoroy, * XoTa AVG, CrowdStrike, Broadcom (Symantec), McAfee n Trellix yuacTsosan Tonsko & 34%,
McAfee, Microsoft, NortonLifeLock, Trellix, Trend Micro. MNonHbIA CAMCOK y4aCTHUKOB MPUBEAEH B KOHLLE 3TOro AOKYMEHTa. 14%, 23%, 34% 11 26% OT OBLLEro KONMUECTBa TECTOB COOTBETCTBEHHO, Mbl NOCUVTANN BAXHbIM

0TO6Pa3nTb B Tab/LLE pe3y ibTaTbl BCEX YHACTHMKOB.
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[ng BelumncneHns nokasatens TOMM-3 6bim NCNOb30BaHbl Pe3ybTaTbhl CNEQYIOLWMX TECTOB, NpoBeaeHHbIX B 2023 roay.
TecToBblE NabopaTopun NepeUncneHbl B andaByUTHOM NOPSAKE.

KOHKPETHbIE YITPO3bl

APT-yrposbi

nabopatopus AV-Comparatives. Jlyuluas 3aLimTa oT NPOABMHY TbIX Yrpos3:
NoTPEeBUTENLCKME 1 KOPMOPAaTUBHbIE MPOAYKTHI

nabopatopus AV-Comparatives. TecTupoBaHve NpoayKTOB As
NPeAOTBPALLEHNS YTPO3 Ha pabounx MECTaX 1 pearnpoBaHs Ha Hux (EPR)

AV-TEST. MNpoasuHyTOoe TecTrpoBaHme EDR

AV-TEST. TecTupoBaH/e 3aLnTbl OT MPOABMHY ThIX YIPO3:
NOTPEBUTENLCKME 1 KOPMOPATUBHbIE MPOLYKTbI

SE Labs. TecTupoBaHve KOMNAEKCHOM KOpnopaTuBHOM 3awmTbl (EDR) —
OBHapy>xeHne

MPOrPAMMbDI-BbIMOrATE/IN

nabopatopus AV-Comparatives. TeCTUpoBaHe 3aLUMTbl OT NPOOBUHY ThIX
Yrpo3: NoTpebuTenbCKme 1 KopnopaTyBHbIE MPOOYKTbI

nabopatopus AV-Comparatives. TeCTupoBaHe NPOAYKTOB 415
NPeAOTBPALLEHNS YTPO3 Ha pabounx MECTaX 1 pearnpoBaHs Ha Hux (EPR)

nabopatopus AV-Comparatives. TecT 3alumTbl 4ns 6usHeca

nabopatopus AV-Comparatives. TecTupoBaHe 3aLuThl OT
BpenoHocHoro 10

nabopatopus AV-Comparatives. TeCTUpOBaHIE B pearbHbIX YCNOBUSIX

AV-TEST. TecTurpoBaH/e 3aLnTbl OT MPOABMHY ThIX YTPO3:
NOTPEBUTENLCKME 1 KOPNOPATUBHbIE MPOLYKTbI

AV-TEST. [IByxmecsuHas cepTuduKaums noTpebuTensCKuxX 1
KOpropaTyBHbIX MPOAYKTOB

MRG Effitas. BcecTopoHHss oLieHKa 1 cepTudrKaLms

SE Labs. TecTupoBaHve KOMMNIEKCHOM KOpropaTUBHOM 3aLmThl (EDR) —
OBHapy>XeHne

SE Labs. TecTrpoBaH/e KOMMNIeKCHO KOpropaTVBHOM 3aLLMThI
(nporpammbl-BbIMOraTesnu)

SE Labs. Endpoint Security (EPS): TecTrpoBaHme kopnopaTyiBHbIX
peLueHnin

SE Labs. Endpoint Security (EPS): TecTupoBaHue peLueHnin ans goma

SE Labs. Endpoint Security (EPS): TecTupoBaH/e peLleHnii 41s Manoro n
cpenHero 6usHeca

Testing Ground Labs. TecTupoBaHMe 3aLLyTbl OT NPOrpamMM-BbIMOraTenen

.

.

.

.

.

.

.

.

DULLINHI
» nabopaTtopus AV-Comparatives. TeCTMpOBaH/E 3aLLNTbl OT PULLNHIA

BEC®OANSIOBLIE ATAKU

» nabopaTtopus AV-Comparatives. Jlyullas 3almTa OT NPOABUHYThIX YrpO3:
NoTPeBUTENLCKIE N KOPNOPATVBHBIE MPOLYKTbI

» nabopaTtopus AV-Comparatives. TeCTMpOBaHNE NPOOYKTOB A1
NpPenoTBPALLEHNS YTPO3 Ha pabounx MECTaX 1 pearnpoBaHs Ha HX (EPR)

* MRG Effitas. BceCTOpOHHSS OLeHKa 1 cepTudurkaums
» SE Labs. Endpoint Security (EPS): TecTypoBaH/e KopnopaTuBHbIX PELLEHNN
» SE Labs. Endpoint Security (EPS): TecTnpoBaHe peLueHunii ons noma

» SE Labs. Endpoint Security (EPS): TecTnpoBaH/e peLueHnii os Manoro 1
cpenHero brsHeca

XAKEPCKUE NMPOrPAMMDbI

» nabopaTtopus AV-Comparatives. Jlyullas 3aLmTa OT NPOABUHY ThIX YTPO3:
NoTPebuUTENbCKIE N KOPNOPATVBHBIE MPOLYKTbI

* MRG Effitas. BceCTOpOHHSS OLeHKa 1 cepTudurkaums

» SE Labs. TecTupoBaHme KOMMNeKCHOM KopnopaTnBHoM 3awmTsl (EDR) —
oBHapyxeHvie

» SE Labs. Endpoint Security (EPS): TecTnpoBaHe KopnopaTUBHbIX
peLueHuin

» SE Labs. Endpoint Security (EPS): TecTupoBaHue peluervin ons noma

 SE Labs. Endpoint Security (EPS): TecTupoBaHe peLuerunia 41s Manoro 1
cpenHero 6usHeca

TECTbI B YCNTOBUAX SKCINMNMYATALUUA

* natopaTtopus AV-Comparatives. TeCTUpoBaHme 3aLLnTbl OT NPOABUHY ThIX
Yrpo3: NoTpebuTenbCKNE 1 KOPNopaTMBHbIE MPOLYKTbI

» nabopaTtopus AV-Comparatives. TecT 3awuThbl 4N 61sHeca

nabopatopust AV-Comparatives. TeCTupoBaH/e B pearibHbIX YCIOBUSIX

* AV-TEST. TecTupoBaH/e 3aLnThl OT MPOABVHY THIX YIPO3:
noTpebuTenbCKme U KOPropaTVBHbIE MPOAYKTbI

+ [IByxmecsuHas cepTudurkaums AV-Test: noTpebuTensckre 1

KoprnopaTVBHbIE MPOAYKTbI
* MRG Effitas. BceCTOpOHHsS OLleHKa 1 cepTudukaums

» SE Labs. Endpoint Security (EPS): TecTupoBaH/e KopnopaTyBHbIX
peLueHunia

» SE Labs. Endpoint Security (EPS): TecTupoBaHie peLueHunia ans ooma

» SE Labs. Endpoint Security (EPS): TecTupoBaH/e peLleHni 41s Manoro
cpenHero 6rsHeca

TECTbI AJ19 YCTPOUCTB ANDROID

* nabopaTtopus AV-Comparatives. O630p MO6UIbHOM 6e30MacHOCT

* AV-TEST. TecTupoBaHMe 3aLLMTHbIX NPOOYKTOB A1 MOBUIbHBIX
ycTpolicTs Android: nOTpeBbuTensCKNE 1 KOPNOPaTUBHbIE MPOAYKTHI

* MRG Effitas. BceCTOPOHHSS OLLeHKa 3aLUMTHbIX peLleHnii onsg Android

* Testing Ground Labs. TecTupoBaHme 06HapyxeHus BpegoHocHoro MO Ha
ycTpolicTtBax Android: TOTpebuTenbCKMe 1 KOPNopPaTUBHbIE MPOLYKThI

TECTbI AN19 KOMIMbIOTEPOB MAC

» nabopatopus AV-Comparatives. TeCcTupoBaH/e 1 0630p 3aLLUThI A
KommnbloTepos Mac

* AV-TEST. TecTupoBaH/e NPOOYKTOB MO OBHAPY>KEHNIO YTPO3 1
MOBBILLIEHVIIO MPOV3BOANTENBHOCTI 419 KOMMbloTepos Mac:
NoTPEBUTENBCKME 1 KOPMOPAaTUBHBIE MPOAYKTHI

CNEUMANTUSNPOBAHHDIE TECTbI

+ natopatopus AV-Comparatives. TeCTMpoBaHM/e 3aLLMTbl OT B3IOMa

+ natopatopus AV-Comparatives. CepTudrkaLims KOMNOHeHTa
«PopnTenbcKunii KOHTPOb»

* AV-TEST. TectupoaHue VPN

JIOXKHbIE CPABATbBIBAHNSA (FP)

* Bce onvicaHHble BblLLiE TECTbI BKIIIOYAOT USMEPEHIE YNCTIa NIOXKHDBIX
cpabaTbIBaHUI.
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[ng BelumncneHns nokasatens TOMM-3 6bim NCNOb30BaHbl Pe3ybTaTbhl CNEQYIOLWMX TECTOB, NpoBeaeHHbIX B 2023 roay.
TecToBblE NabopaTopun NepeUncneHbl B andaByUTHOM NOPSAKE.

AV-Comparatives

MpoaykTroga

Harpaga Product of the Year («[1poaykT roga») npucy>XaaeTcs nyyemy
noTpebUTENbCKOMY NPOAYKTY MO pe3ybTaTaM roAnNyYHOro LiKNa
VICTbITaHWIA, BKIIIOYaIOLLIErO ABa TECTAa 3aLLUNTbl OT BPEAOHOCHBIX
nporpamm (MPT), oBa TecTa 3aLLmThl B peasnbHbix yenosuax (RWPT), asa
TecTa NpoV3BOAUTENBHOCTU U TECTUPOBAHME 3aLLTbI OT NPOABUHYTbIX
yrpo3 (ATP, paHee — yriy6ieHHOe TECTUPOBaHNE B pearibHbIX YCIOBUSIX).
CornacHo npaBuiam 3Tol naéopaTopui, ecrv ABa U 6oree NpoayKToB
nosny4YaroT OANHAKOBYIO MakCMarbHYtO OLLEHKY, TO Harpaaa
NPUCY>KAAeTCs NPOAYKTY, KOTOPbIV Mokasan nyylle MHANBUAYanbHbIe
pes3ynbTaThl U He NosyYan Harpagy B npoLuniom rogy. MNpu pacyete
nokaszatend TOMM-3 ceptudrkat AV-Comparatives cOOTBETCTBYET
nepBOMYy MECTY.

MponssognTensam NpoayKToB, HOMVHUPOBaHHbIX Ha Harpady Product of
the Year, Ho He nony4MBLLVIX ee, Npucy>XaaeTcs Harpaga Outstanding
Product («BbloatoLLmincs MpoayKT»), KOTopas Mpu pacyeTe nokasartens
TOlM-3 coOTBETCTBYET BTOPOMY MECTY.

MpownaBoauTenm, Ybn MPOAYKTbI HAbPanu 3a BECb LK/ TECTUPOBaHNS
MUHUMYM 90 6annos, nonyyatoT Harpagy Top Rated («HavBbiciumia
penTuHr»). Mpu pacueTe nokasatens TOMN-3 aT0T pesynbTaT
COOTBETCTBYET TPeTbeMy MecTy. OCcTarnbHble MPOAYKTbI HE MOosTyyatoT
npupocTa 6annos B cyeTumke TOM-3

B KOHLIe roga Npovi3BOAUTENM NYULLNX aHTUBUPYCHBIX PELLEHUNI TaKKe
HarpaxnarTcs Megansmu (3010TOl, CepebpsHON 1 BPOH30BOI) 3a
OTNNYHbIE PEe3Y bTaThl B KaXXA0M 13 oTAeNbHbIX TecTos: MPT, RWPT,
TeCTUpOBaHMe Npouna3soauTensHocTy, ATP. NockonbKy pesynbTaTbl 9TUX
TECTOB Y>Xe yuTeHbl B UToroBom nokasartene TOlM-3, ¢ 2015 roga
nonyyeHne Mefaneli Ha ero onpeneneHne He BlseT.

Mpw pacyeTe konnyecTsa pedynbtaTtoB TOMN-3 B TecTax AV-
Comparatives yunTbIBalOTCS TOSbKO Harpagpl.

TecTupoBaHue 3aLMTbl OT BpegoHocHoro MO

OTOT TECT NpUILLEN Ha CMEHY TECTY Ha OBHapPYyXeHVe BPEAOHOCHbIX
dalinos. OH BKIIOYAET NPOBEPKY VICTONHEHWS TECTMPYEMBbIX HalinoB.
TecT NpoBOANTCS ABa pa3a B rof, 11, COOTBETCTBEHHO, YUUTbIBAETCS
[OBax[pl NPV pacyeTe nokasaTenein. 9TOT TECT COCTOUT U3 ABYX YacTell:
TECTUPOBaHVE YPOBHS OBHaPYXEHWS 1 TECT Ha NOXHbIE CpabaTbiBaHVIS.

MK NPOXOXAEHUM 3TOro TeCTa NPOLAYKTbI MOTYT MOMYYNTb CReayoLme
oueHkun: Advanced+, Advanced, Standard nnn Tested. MNokasatens TOMN-3
YBENMYMBAETCS TOMbKO 471 TEX MPOU3BOAMNTENEN, Ubl PELLEHS
nonyunnmn oueHky Advanced+.

TecTnpoBaHue B peasibHbIX YC/IOBUAX

B 9TOM TecTe NpoaomknTENbHOCTLIO YEThIPE MEeCsLA y4acTBYOT B
OCHOBHOM aKTyarlbHble Ha MOMEHT TECTUPOBaHIS BPeAOHOCHbIE BEG-
caiitbl 1 MO. Ero pesynbTaTtbl Ny6nvKyoTCs B ABYX MOMYrOA0BbIX OTYETaXx.
TecT NpoBOANTCS ABa pa3a B rof, 1, COOTBETCTBEHHO, YUUTbIBAETCS MW
pacyeTe nokasaTenel aeaxabl. [Tockonbky B o6ecrneyeHnmn
6e30MacHOCTV 3a[e/ICTBOBaHbI BCE KOMMOHEHTbI MPOAYKTa, Pe3ybTaTbl
B 9TOW KaTeropuin NO3BONAIOT C TOYHOCTHIO ONPeaenTb 3hdEKTMBHOCTb
3aLMTbl OT BPEAOHOCHBIX MPOrPaMM B YCIIOBUSX peasibHOw
aKcnyaTaumn.

Mpy NPOXOXAEHUM 3TOrO TECTa NPOAYKTLI MOIY T MONY4YTb CleaytoLmne
oueHku: Advanced+, Advanced, Standard nnn Tested. MNokasatens TOMN-3
YBENMUMBAETCS TOMBKO OJ1 TEX MPOU3BOAVTENEN, Ubl PELLIEHNS
nonyunnn oueHky Advanced+.

TecTnpoBaHue 3aWmTbl OT NPOABUHYTbIX Yrpo3:
noTpeéuTrenbckme U KOpnopaTuBHbIe NPOAYKTbI

B 3TOM TECTMPOBaHNM MPOBEPSIETCS CMIOCOBHOCTb PELLEHWIN
6€30MacHOCTV NPOTUBOCTOSATL aTakaM C MPUMEHEHVEM TaKTVIK B3/loMa U
MPOHNKHOBEHIS, UICMOSb3YEMbIX 3/10YMbILLIEHHUKAMM MPOTUB OTAEbHbIX
KOMMBbIOTEPHbIX CUCTEM, @ TakXXe LieNIeBbIM MPOABMHY TbIM YrpO3am ¢
MPVIMEHEHVEM SKCIIONTOB 1 6ecdalinoBbix 3/10BPEOB.

HecMoTps Ha TO UTO BCe NOTPEBUTENbCKME MPOAYKTI, MPUHSBLUME
yyacTve B OCHOBHOW CEPU UCTIbITAHWIA, MO YMONYaHWIO y4acTBYIOT U B

3TOM TECTUPOBaHUM, y MPOU3BOAMTENEN Bblnia BOBMOXHOCTb
3ab51aroBpeMeHHO 0TKasaTbCs OT YYacTUs, U HEKOTOPbIE U3 HUX 3TO
cpenann. 9ToT TeCT MPOBOAUTCS Pas B FOA, 1 yUYUTLIBAETCS MpY pacyeTe
nokasaTtens TOMM-3 ogHokpaTHO. KopriopaTyBHbIE 1 MOTPEBUTENLCKIE
NPOAYKTbI OLEHMBAIOTCS OTAENBHO.

MoTpebuTenbckmne NPoayKTbl MOAyYMAn cremytoLme oueHkn: Advanced+,
Advanced, Standard nnun Tested. lNMokazaTtens TOMN-3 yBennynsaeTcs
TOMNbKO AJ19 TEX MPOU3BOAUTENEN, Ybl PELLEHNS MOSTY YN OLIEHKY
Advanced+.

KopnopaTueHble NpoayKThl, KOTOPble 3ab10KNPOBani He MeHee 8 13 15
TECTOBbIX aTak 6€3 TOXHbIX CpabaTbiBaHWIA, MoyYaloT cepTudukaT 1
MOBbILLIAIOT MOKa3aTesb «KoNM4ecTBo peaynbTaTtos TOM-3» ansg ceoero
NPON3BOANTENS.

TGCTMEOBaHVIe NPOAYKTOB AJisl NpeaoTBpaLlleHnda

Yrpos Ha paboumx MecTax u pearmpoBaHusi Ha HUX
EPR

OTOT TeCT NPOBOAUTCS Pas B rOA, 1 yUUTLIBAETCS NpW pacyeTe
nokasatens TOlM-3 ogHokpaTHO. OH oueHBaET PyHKLM pearmpoBaHmns
3aLLUMTHOrO peLLeHns Ha LieneBble aTaku (aKTUBHOe pearvpoBaHme,
naccrBHOE pearnpoBaHie), BOSMOXHOCTW YCTPaHEHNs MOCNEACTBIN
aTak, paccnefoBaHns xapakTepa atak, coopa nHdopmaLmm 06
MHAOVIKaTOpax KOMNPOoMeTaLum 1 ee NpefoCTaBNeHs B JOCTYNHOM
PopmaTe. DPPeKTVBHOCTL MPEAOTBPALLEHNS aTak 1 COMyTCTBYIOLLIAs
9KOHOMWMISt KOPMOPAaTVBHOMO BIOAKETa, CTOMMOCTb MPUOBPETEHVS
3aLUMTHOrO PELLEHNS 1 PUHAHCOBAS Bbirofa OT TOYHOCTI OBHaPY>KeHNs
yunThiBaloTCH B kBagpaHTe Enterprise EPR CyberRisk.

[MpoAyKTbl NONy4YaloT OAVH U3 TPEX CEPTUDMKATOB Pa3HbIX YPOBHEN:
Strategic Leader («CtpaTternuecknin nngep»), CyberRisk Visionary
(«CneumnanncT No BbiSBNEHWIO Knbepprnckos») 1 Strong Challenger
(«CunbHBI KOHKYPEHT»), NGB0 UCKITIIOYAIOTCS 13 NMpoLiecca
cepTudvkaummn. Konnyectso pesynstaTos TOlM-3 yBenmunBaeTCs TONbKO
019 TeX NPOn3BOAUTENEN, UbM PELLEHNS MoNy4unnn cepTudukaT Strategic
Leader.


https://www.av-comparatives.org/tests/summary-report-2023/
https://www.av-comparatives.org/consumer/testmethod/malware-protection-tests/
https://www.av-comparatives.org/consumer/testmethod/real-world-protection-tests/
https://www.av-comparatives.org/consumer/testmethod/advanced-threat-protection-tests/
https://www.av-comparatives.org/enterprise/testmethod/advanced-threat-protection-tests/
https://www.av-comparatives.org/enterprise/testmethod/endpoint-prevention-response-tests/
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TecTupoBaHue 3alWmnTbI OT B3/IoMa

OTOT TECT NPOBOANTCSH Pas B rof, 1 yunTbIBaeTCS Npuv pacyeTe
nokasaTtens TOMM-3 ogHokpaTHO. OH CHOKyCMpPOBaH Ha OLIEHKE
conpoTmensgemMocTy npoaykTos AV, EPP 1 EDR K OTKIIOYEHNIO 60
VIBMEHEHWIIO X KOMMOHEHTOB U/ BO3MOXXHOCTE BCNEACTBUE B3/IOMa

MokagaTtenb TOMM-3 yBennuMBaeTCs TOMbKO AJ19 TEX MPON3BOOUTENEN,
NPOAYKTbI KOTOPLIX MPOLLV CePTUDUKALIO.

TecT 3alunThl AN 6usHeca

OTOT TeCT NpoBoANTCS 1 Ny6nvKyeTcs ABa pada B rog, COOTBETCTBEHHO,
OH YuMTbIBAETCS ABaXKAbl MW pacyeTe nokasaTtenein. OTyeT BktoyaeT
0630p Pa3INYHBIX KOPMOPATUBHBIX 3ALLMTHBIX MPOLYKTOB 1 OLEHMBaeT
9P PEKTVBHOCTb 3aLLMTbI B TAKMX KATEFOPUSIX, Kak YPOBEHb OBHAPYKEHNS!
/1S pasnyHbIX HaBOPOB BpeaoHocHoro MO, Be6-canToB 1 9KCMIONTOB,
KONMMYECTBO NTOXHbIX CpabaTbiBaHWIA, @ TakKe BIUSHE Ha
NPON3BOANTENBHOCTb CUCTEMbI.

CepTrduKaumio 1 yBeamyeHve nokasatens «konmyecTso mect B TOMNM-3»
nosyyatoT NPOAYKThI, Moka3asLume Kak MAHUMYM 90-NPOLEHTHYO
3bdEKTMBHOCTb 3aLUMTLI 6€3 TOXHbIX CpabaTbiBaHA Ha
pacnpoCTPaHEHHbIX KOPNOPAaTUBHbIX PELLEHNSIX MPY TECTUPOBAHUN
3aLWmnTbl OT BPeAOHOCHOro 10 1 kak MUHUMYM 90-NPOLLEHTHYIO
3bdEKTMBHOCTb 3aLmThl MeHee Yem co 100 NoXHbIMY cpabaTbiBaHVSIMIA
Ha «YNCTbIX» PELLEHVSIX U CalATax NPy TECTUPOBaHN B peasbHbIX
YCIOBUSIX.

TecTupoBaHue 3aWmTbl OT GULLMHIa

OTOT TECT NPOBOAUTCS Pas B rof 1 yUYnMTbIBaeTCS NMpuv pacyeTe
nokagatens TOMN-3 ogHokpaTHO. B xoae TecTupoBaHus
BOCMPOU3BOASATCSH PaCnpOCTPaHEHHbIe CUTYaLun, B KOTOPbIX
nonb3oBaTe b NonaraeTCs Ha aHTUPULLIMHIOBbIE BO3MOXHOCTN
3aLUMTHBIX PELLEHNI BO BPEMS paboTbl B UHTEPHETE. DTOT TECT COCTOUT
13 IBYX YaCTeil: TECTUPOBaHVE YPOBHS OBHAPY>KEHUS 1 TECT Ha JIOXKHbIE
cpabaTbiBaHus.

Ecnn H1 ogyH 13 NpoayKTOB He Aas NOXHOMOMNOXUTENbHbIX
cpabaTbIBaHWIA, TPV NPOAYKTa C JTyYLLIM YPOBHEM 3aLLMThI yBENNYMBAIOT
nokagatenv TOlM-3 ons CBOUX NPon3BoaUTENei.

Ecnm xoTs 6bl OAMH 13 y4aCTBYIOLLMX B TECTMPOBaHM MPOAYKTOB Aan
JIOXHOMOMOXUTENbHOE CpabaTbiBaHMe, Kon4ecTBo peaynbTatos TOM-3
YBENMUMBAETCS TOMBKO OJ19 TEX NPOU3BOAUTENEN, MPOAYKTbI KOTOPBIX
NPOLLN CEPTUPMKALLIO.

0630p MobunbHoI 6e30nacHOCTU

STOT 0630p NPOBOANTCS Pa3 B FOA, 1 yUMTLIBAETCS NPY pacyeTe
nokagatens TOMN-3 ogHoKpaTHO. B Hero BxogmT TECTUPOBaHME 3aLmThl
oT BpepoHocHoro M0, a Takxe oueHKa AONONHNTENbHbIX BO3MOXHOCTEN
1 XapaKTEPUCTVIK (3aLLmTa OT KpaxKu, SHepronoTpebneHne 1 ap.).

Ecnm H1 ogyiH 13 NpoayKTOB He Aan NTOXHOMOMOXUTENbHbIX
cpabaTbiBaHWIA, TPW MPOAYKTa C TyULVM YPOBHEM 3aLLMThHI YBEINYNBAKOT
KonnyecTBo pesynbTaToB TOMM-3 AN CBOUX NponsBoauTeneil.

Ecnmn xoTs 6bl 04UH 13 Y4aCTBYIOLWVMX B TECTUPOBaHNM MPOLYKTOB Aan
JIOXHOMONOXMTENBbHOE cpabaTbiBaH/e, KONMYecTBo peaynbTaTtos TOMN-3
YBENNUMBAETCS TOMBKO A9 TEX MPOV3BOANTENEN, MPOLYKTbI KOTOPbIX
npoLwnn cepTrudrkaumio.

TecTupoBaHue n 0630p 3awmnTbl gnsa Mac

OTOT 0630p NPOBOAVTCH Pas B FOA, U yUUTLIBAETCS NMpY pacyeTe
nokasaTtens TOMN-3 ogHokpaTHO. B Hem cpaBHVBatOTCSA GYHKLMOHabHbIE
BO3MOXHOCTW Pa3NYHbIX 3aLUMTHBIX NPOAYKTOB Ang Mac, a Takxe
OLIEHVBAIOTCS YPOBEHb OBHAPYKEHVIS 1 YPOBEHb JIOXKHbIX CpabaTbiBaHWiA
Ha oTHesbHbIX HaBopax BpenoHocHoro MO ana Mac 1 Windows.

Ecnm H1 ogmH 13 NPoayKTOB He Aan NOXHOMOMNOXUTENbHbIX
cpabaTbiBaHWIA, TPV MPOAYKTa C JTyULIM YPOBHEM 3aLUMTHI yBENNYMBAIOT
KonM4ecTBo pe3ysbTaToB TOM-3 /19 CBOMX NpoV3BOAMTENEN.

Ecnm xoTs 6bl OANH 13 y4aCTBYIOLLVX B TECTMPOBaHAM MPOAYKTOB Aas
TOXHOMOSIOXUTENbHOE CpabaTbiBaHNE, KONMYeCTBO pedynbTaToB TOM-3
YBENUUMBAETCS TOMBKO /19 TEX NPOU3BOAUTENEN, MPOAYKTbI KOTOPBIX
NPOLLN cCepTUDVKaLLIO.

CepTtudukaumsa KomnoHeHTa «Poantenbckumi
KOHTPOJIb»

OTOT TECT NPOBOAVTCS Pas B FOf, U yUATLIBAETCS NMPY pacyeTe
nokasaTtens TOMN-3 ogHoKpaTHO. B HeM oLEeHBaeTCs, HACKOMNbKO
3P PEKTVBHO 3aLLNTHbIE PELLEHS BNOKMPYIOT AETAM AOCTYM K
HexxenaTesbHbIM canTam.

Tonbko NPoAyKTbIl, KOTOPblE 3a610KMpPoBan He MeHee 98%
NopHOrpaduUUecKnx CanToB 6e3 NOXXHOMONOXUTESNbHbLIX CpabaTbiBaHWIA
(Npremnemble ons feTei Be6-caliThl) 1 B XO4e TECTUPOBaHNS KOTOPbIX HE
ObINIO BbISIBNIEHO CEPbE3HbIX HEYCTPaHEHHbIX OLLMBOK U HeA0HETOB
NPOEKTMPOBaHMS, MOMy4atoT CEPTUPUKAT 1 MOBLILLIAIOT MoKa3aTesb
«KonunyecTBo pe3ynbTaToB TOMM-3» A9 CBOVIX MPON3BOAUTENEN.


https://www.av-comparatives.org/news/anti-tampering-certification-test/
https://www.av-comparatives.org/enterprise/testmethod/business-security-tests-and-reviews/
https://www.av-comparatives.org/consumer/testmethod/anti-phishing-tests/
https://www.av-comparatives.org/consumer/testmethod/mobile-security-reviews/
https://www.av-comparatives.org/consumer/testmethod/mac-security-reviews/
https://www.av-comparatives.org/consumer/testmethod/parental-control-reviews/
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AV-TEST

Harpaga 3a nyuwlyio 3alumTy: NnoTpE6UTENbCKINE U

KopnopaTuBHbIie NPOoAYKTbI

OTa Harpaga NpUCy>XaaeTcs 3a Nyylumne pesybTaThl TECTUPOBaHNS
3alMTbl B TEYEHME roa Ha OCHOBaHWN pe3ynbTaToB cepTudrKaLmm,
KOTOpas MPOXOAUT Kaxable ABa MecsLa. KopnopaTusHble 1
I'IOTpQGVITGJ'IbCKVIe NPOAYKTbl OLLEHMBAKOTCA OTAESIbHO.

TonbKO MPOAYKTbI, YAOCTOEHHbBIE 3TOW Harpagbl, yBENMNUYMBAIOT CUETUMK
TOMM-3 ons COOTBETCTBYIOLLErO MOCTaBLUMKA.

Hargaga 3a !EOGCTBO ncnoJsib3oBaHusNA:
n0'rpe6v|'renchV|e n KoprnopatuBHbie NPoAYKTbI

OTa Harpafa npucy>aaeTcs 3a NyJllne pesynbTaTbl TECTUPOBaHNS
y0o6CTBa NCNOsb30BaHNs (OLLEHNBAET YCTONYNBOCTb K JIOXKHbBIM
cpabaTbiBaH/SM) B TEUYEHVIE roAa, KOTOPOE NMPOBOAUTCS Kaxable ABa
MecsiLa. KopriopaTuBHbIe 1 MOTPebuTensckme NpoayKThl OLEHNBAOTCS
OTAEesbHO.

TonbKO NPOAYKTbI, YAOCTOEHHbIE 3TOW Harpagbl, yBENNUYMBaIOT CUETUMK
TOMM-3 ons COOTBETCTBYIOLLErO MOCTaBLUMKA.

Harpapga 3a nyJwyio 3awmty ang Android:
noTpeéurenbckue peleHns

OTa Harpaga NpUCy>XaaeTcs 3a Nyyllne pesynbTaTbl TECTUPOBaHNS
3alMThl YCTPOWCTB Ha 6a3e Android B TeueHe Bcero roga.

TornbKo NPOAYKTbI, yAOCTOEHHbIE 3TOW Harpabl, yBENNUMBAIOT CHETUMK
TOI1-3 ons COOTBETCTBYIOLLErrO NOCTaBLUMKA.

Harpaga 3a nyvwyio sawmty gnsa Mac:
nOTpeGMTeanKwe 1 KopnopaTuMBHbie peLleHns

OTa Harpaaa NprcyX4aeTcs 3a NyJdllme pesynbTaTsl TECTUPOBaHNS
3aLMTbl KOMMbIOTEPOB Mac B TeueHne Bcero roga. KoprnopaTtueHble v
NoTPeBUTENLCKIE NPOAYKTHI OLLEHNBAIOTCS OTAENBHO.

TornbKo NPOAYKTbI, yAOCTOEHHbIE STOW Harpabl, yBENNUMBAIOT CHETUMK
TOIM-3 gnst COOTBETCTBYIOLLErO NOCTaBLUMKA.

Harpaga 3a nyuwiyio 3alyUTy OT NPOABUHYTbIX
Yrpo3: noTpe6urenbckne u KOpnopaTUBHbIE

eLIeHUs
OTa exxerofHas Harpaaa Nprcy XXAaeTcs 3a Nyullne pesynbTaTbl
TECTNPOBaHMNS 3aLLMTbI OT MPOABUHY ThIX YrPO3 Ha MPOTSKEHNN BCErO
KaneHpapHoro roga. KoprnopaTyBHble 1 MOTPEBUTENLCKME MPOAYKTHI
OLIEHVBAIOTCS OTAEBHO.

Tonbko NPOAYKTbI, YAOCTOEHHbIE 3TOW Harpaabl, yBENMUYMBAIOT CUETUMK
TOMM-3 ons COOTBETCTBYIOLLErO MOCTaBLLMKA.

AByxmeca4vHas cepTudukaums:
noTpeéurenbckme N KopnopaTuBHbIe NPOAYKTbI

OTa cepTrdVKaLMOHHas Cepus MPOBOANTCS B TEUEHME roja B
NoTPEBUTENBCKOM 1 KOPTOPAaTVIBHOM CErMEHTaX 1 AeIMTCS Ha LUECTb
OTAENbHbBIX IBYXMECSUHbIX TECTOB, PE3Y bTaTbl KOTOPbIX My BNKYOTCS
KaXkabli YeTHbI MecsiL, COOTBETCTBEHHO, 3TOT TECT YUMTbIBAETCS MPY
pacueTe nokasaTterneii 6 pas. KopropaTuBHble 1 MOTpebuTensckne
MPOAYKTbI OLEHMBAIOTCS OTAENbHO. B X0[e TeCTUPOBaHNS OLLEHNBAKOTCS
YPOBEHb 3aLLVThI, NPON3BOANTENBHOCTb 1 YAO6CTBO MCMONb30BaHS
MPOAYKTOB-Y4aCTHNKOB. KOHEYHbI pe3y bTaT CKaablBaeTCs U3 CyMMbl
OUKOB, MOJyYEHHbIX 3@ TECTUPOBAHE B KaXKA0M 13 KaTeropuid. Tpn
NPOAYKTa C MaKC/MasbHbIM Pe3y bTaTOM MoBbILLatoT nokasatenu TOM-3
LS CBOVIX MPOVI3BBOAUTENEN.

TecTMposane 3aunTbl OT NPOABUHYTbIX Yrpo3:
n0'rpe6vrrenchV|e n KoprnopaTuBHbie NPOoAYKTbI

PeaynbTaTtbl 3TOro TecTa yunThIBalOTCS Npu pacyeTe nokasatens TOMN-3
ceMb pas B rog, (okTa6pb, Aekabpb, deBpasb, anpesb, UoHb, aBrycT,
OKTS6pb). KoprnopaTuBHble 1 TOTPEBUTENLCKME MPOAYKTbI OLEHMBAIOTCS
oTAenbHO. TecT oueHrBaeT adpdEKTUBHOCTb PELLEHNIA 419 pabounx MecT
Mo OBHapPY>XEHMIO 1 MPEAOTBPALLEHNIO MPOABVHY ThIX YTPO3 C
NpPVYIMEHEeHeM NporpaMM-BbiMoraTenel 1 NoXMTUTenel AaHHbIX 6e3
NO>XHbIX CpabaTbiBaHU NPV HOPMasbHbIX YCIIOBUSIX PaboTbl.
PeannsoBaHHble aTaku pa36rBaloTCs Ha HECKOSTbKO 3TaroB, MPUBSA3aHHbIX
K pasHbIM TakTVKaMm, TeXHVKaM 1 npoueaypam 13 6a3bl sHaHuin MITRE
ATT&CK. KoHeuHbll pe3ynbTaT ckilaablBaeTCs U3 CYMMbl O4YKOB,
NoslyYeHHbIX 3a TECTUPOBaHME Ha KaXXaoM aTane. Tpu NpoayKTa c
MaKCUMarbHbIM Pe3yibTaToOM MOBbILLAIOT MOKasaTe b <KONMYECTBO
peaynbTatoB TOlM-3» o CBOVX NPOV3BOANTENEN.



https://www.av-test.org/en/news/av-test-awards-2023-shining-the-spotlight-on-the-best-it-security/
https://www.av-test.org/en/news/av-test-awards-2023-shining-the-spotlight-on-the-best-it-security/
https://www.av-test.org/en/news/av-test-awards-2023-shining-the-spotlight-on-the-best-it-security/
https://www.av-test.org/en/news/av-test-awards-2023-shining-the-spotlight-on-the-best-it-security/
https://www.av-test.org/en/news/av-test-awards-2023-shining-the-spotlight-on-the-best-it-security/
https://www.av-test.org/en/antivirus/home-windows/windows-10/december-2022/
https://www.av-test.org/en/antivirus/business-windows-client/windows-10/december-2022/
https://www.av-test.org/en/news/security-software-against-the-latest-ransomware-techniques/
https://www.av-test.org/en/news/fending-off-ransomware-even-against-state-of-the-art-attack-techniques/
https://www.av-test.org/en/news/security-from-data-stealers-so-sensitive-data-wont-end-up-on-the-darknet/
https://www.av-test.org/en/news/advanced-threat-protection-against-the-latest-data-stealers-and-ransomware-techniques/
https://www.av-test.org/en/news/27-protection-solutions-pitted-against-data-stealers-and-ransomware/
https://www.av-test.org/en/news/33-protection-products-strong-defense-against-ransomware-and-data-stealers/
https://www.av-test.org/en/news/atp-test-defending-against-data-stealers-and-ransomware/
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MpopBuHYTOE TecTupoBaHue EDR

[laHHOe TeCTUpOoBaHVe NPOBOANTCS Pa3 B rof, 1 yUuMTbIBaeTCS Npun
pacueTe nokasatens TOM-3. OHo 3amepseT 3P DEKTUBHOCTb 3aLLNTHOTO
peLLEeHNs NPV ONPEAENEHVN U NMPEeCEYEHN BPe4OHOCHbIX AENCTBIN,
CBOVICTBEHHbIX APT-yrpo3am. iccnenoBaHme BktoyaeT B cebs cepuio
aTak ¢ yuacTtreM red team, KOTOpbIE CUMYIMPYIOTCS MO ABYM Pa3NYHbIM
CLieHapVisim 0BHapykeHWs. Kaxxaplil 13 CLieHapueB OxXBaTbiBaeT
pasnuuHble TakTUK U METOOMKU, KOTOPBIE MOTY T MPUMEHSTb
3M0YMBbILLNEHHKIA.

MokagaTtenb TOMM-3 yBennuMBaeTCs TOMbKO AJ19 TEX MPON3BOOUTENEN,
NPOAYKTbI KOTOPLIX MPOLLAM CEPTUDMKALIO.

TecTupoBaHMe 3alMTHbIX NPOAYKTOB AN
Mo6unbHbIX ycTpoinicTe Android:
norpeéurenbckue NPoayKTbl

OTa cepust cepTUPUKALLA 3aLLNTHBIX PELLEHWN A1 YCTPONCTB Ha 6a3e
Android NpoBoAnTCS B TEUEHVEe roAa, 3aTparnBaeT TOMbKO
NOTPEBUTENLCKUI CErMEHT 1 COCTOUT U3 LLECTU OTAENbHbIX TECTOB.
PesynbTaTbl TECTOB NyBVKYIOTCS KaXablil HEYETHBIN MecsiL;
COOTBETCTBEHHO, 3TOT TECT YUMTLIBAETCS NPW pacyeTe nokasatenen 6
pas. B xofe TecT!poBaHs OLEHVBAIOTCS YPOBEHb 3aLLINTHI,
NPON3BOAVNTENBHOCTb 1 YAO6CTBO UCMOSb30BaHVIS NMPOAYKTOB=
y4acTHMKOB. KOHEYHbIN pe3ynbTaT CkaapliBaeTCs 3 CyMMbl O4KOB,
MOyYeHHbIX 3a TECTUPOBAHME B KaXX A0 13 kKaTeropuid. Tpu npoaykTa c
MaKCUMarbHbIM pe3yibTaToM NoBbiWatoT nokasatenn TOMN-3 gnsg cBovx
npovssoanTenen.

TecT 3awmTHBIX NpoAykToB ansa Mac:
noTpeéuTenbckmne N KOpnopaTUBHbIE NPOAYKTbI

OTOT TECT OLEHMBaET pasnnyHble 3awmTHble pelleHns ang Mac OS X B
NMoTPEBUTENBCKOM 1 KOPMOPAaTVBHOM CErMeHTax. PesynbTaTbl
NyBVKYIOTCS 1 YUNTBIBAIOTCS MPU pacyeTe NokasaTenel YeTblpe pa3a B
rop. KopriopaTviBHble 1 MOTPebUTeNbCKmE MPOLYKThl OLEHNBAIOTCS
oTAeNbHO. Bece yyacTByowme B TECTUPOBAHUN MPOAYKTbI MOTyYatoT 04K
3a YPOBEHb 3aLUThI, MPON3BOAUNTENBHOCTb U YAO6CTBO UCMOSb30BaHNS.
KoHeuHbIl pe3ynbTaT cklaablBaeTCs 13 CYMMbl O4KOB, MOMyYEHHbIX 38
TECTUPOBaHME B KaXXA0M 13 KaTeropuii. Tpu NpoaykTa ¢ MakCMarnbHbIM
pesynbTaToM NoBbILLatoT Nokadateny TOM-3 ong cBonx
Npoun3BoOaUNTENEN.

TectupoBaHue VPN

OTOT TeCT NPOBOAUTCS Pas B rof, 1 yHYUTLIBAETCS NMpY pacyeTe
nokasaTtens TOlMN-3 ogHokpaTHO. B pamkax aToro TectuposaHns VPN-
PELLEHVIS OLLEHVBAIOTCS 1 CPaBHMBAIOTCS MO YA0BCTBY UCMONb30BaHNS,
6e30MacHOCTH, MPUBATHOCTU, CKOPOCTU 11 JOCTYMHOCTY BCEN
VMHPOPMaLIN O NPpon3BoaUTENe.

Kaxxablin npoayKT, KOTOPbIN YCNELLUHO MPOXOANT cepTduKaLmio,
NOBbILLAET NoKasaTe b «KoNM4ecTBo pedynstaTtos TOMN-3» ang ceoero
NPOVN3BOANTENS.

MRG Effitas

BcecTopoHHsIs oueHKa u cepTudunkaums

OTOT TecT NpoBOANTCS 1 NyBNMKyeTCs YeTblpe pa3a B rof. B Hem
OLIEHBaETCS BO3MOXHOCTb 3aLUMTHbBIX NMPOAYKTOB NPpefoTBpaLlaTh
rnepBOHaYasnbHOe 3apakeHne 1 U3MEePSIETCS BPEMS, 3aTpavnBaeMoe Ha
obHapy>eHe BpenoHocHoro MO B CKOMMPOMETUPOBaHHOM cUcTeme 1
Ha nocrneayioLLee BOCCTaHOBIEHNE CUCTEMBI. DTOT TECT 3aMeHSET
npeXHUI TecT «OLeHKa CKOPOCTN OBHAPY>KEHWS 1 HETPan3aLmm
yrpo3». Co BToporo kBapTana 2020 roga oH BKtoYaeT pa3aen «3awmTa
CUCTEM AJ19 OHNaNH-BaHKNHray 1 oLeHnBaeT 3 dEeKTUBHOCTb 3aLLUUTbI OT
BpenoHocHoro MO ang prHaHcoBbIx cucTem. MNokasaTtens TOMNM-3
YBENUUMBAETCS TOMBKO OJ19 TEX NPOU3BOAUTENEN, MPOAYKTbI KOTOPBIX
NPOLLN CeEPTUDVKALLIO.

BcecTOpOHHSS OLleHKa 3aLMUTHbIX peLueHUA ans
Android

OTOT TECT MPOBOAWTCS U NYBNMKYETCS YeThIpe pasa B roA, B Hem
NPOBEPSIETCS CMNOCOBHOCTb PELLEHNI BITOKMPOBATb BPEAOHOCHYHO
nporpamMmy npwv KONMPOBaHUN €€ Ha YCTPONCTBO (OBHapY>KeHMe Ha
paHHEeM aTarne) 1 Mpu ee 3amycKe Ha aTarne yCTaHOBKU. TakxXe OTAeNbHO
OLIEHVBAIOTCS NTOXXHOMONMOXUTESbHbIE CpabaTbiBaHVS.

Tpw NpoayKTa ¢ NyyLMU CyMMapHbIMU MoKasaTensMu O6Hapy>XeHNs Ha
o6oux aTanax nosbilLatoT nokasatenu TOMN-3 ang cBonx
npoun3BoaUTENEN.


https://www.av-test.org/en/news/categories/antivirus-for-windows/
https://www.av-test.org/en/antivirus/mobile-devices/android/november-2023/
https://www.av-test.org/en/antivirus/home-macos/macos-ventura/december-2023/
https://www.av-test.org/en/antivirus/business-macos/macos-ventura/december-2023/
https://www.av-test.org/en/news/categories/vpn-tests/
https://www.mrg-effitas.com/services/endpoint-protection-testing/360-protection-testing/
https://www.mrg-effitas.com/services/endpoint-protection-testing/360-protection-testing/
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SELabs (npe>xHee HazBaHue: Dennis Technology
Labs)

Endpoint Security (EPS): TectupoBaHue
KOPNOopaTUBHbIX PELUeHUIA

Endpoint Security (EPS): TecTupoBaHue peLlieHuiA
BNs Manoro n cpegHero 6usHeca

Endpoint Security (EPS): TecTupoBaHue peLueHuii
ans goma

ST KBapTasibHble TECTHI (PaHee N3BECTHbIE Kak TECTUPOBaHME
KOPMOPATUBHbIX PELLEHWIA, 3aLLM Tl Pabo4nx MecT 4s1s Masioro 6rusHeca u
NOTPEBUTENBCKUX PELLEHNN ANS 3aLLNTbI OT BPEAOHOCHBIX MPOrpamm)
YyUMTBIBaIOTCA MU pacyeTe nokasaTens TOM-3 n ny6nunkytoTca 4 pasa B
rof. B aTux Tectax cpaBHmBaeTCs 3PpPEKTUBHOCTb NPOAYKTOB ANS
3aWwyThl OT BpenoHocHoro IO, npeanaraemMblx U3BECTHLIMM
NPOV3BOAVTENSAMY PELLEHNI ANs obecrneyeHs 6e30nacHOCTU. PelleHus
LS KPYMHBIX OpraHn3aLuiA, Manoro 6rsHeca 1 AoMa OLEHVBaAIOTCS
OTAENbHO. BO BpeMs TECTUPOBaHVS MPOAYKThl MOABEPratoTCs
BO3AEMCTBIIO HACTOSILLNX UHTEPHET-Yrpo3. OTa cpeda UMUTUPYEeT
pearbHble YCNOBUS, MakCMaribHO TOUYHO OTpaxkasi B3aMoAencTame ¢
nonb3oBaTenem. Pe3ynbTaThl TECTOB AEMOHCTPUPYIOT paboTy
NPOAYKTOB B pearibHbIX YC/OBUSIX, BO BPEMS ICMONb30BaHNS KIIMEHTaMI
(HanpuMep, NP NMOCELLLEHM NOMb30BaTENEM 3apaXKeHHOr O Be6-caiiTa).
TecTupoBaHVe BKIIOYAET ABa pa3aerna: TECT Ha OBHapyXXeHMe 1 TECT Ha
JIOXXHOMOJOXUTESbHbIE CpabaTbiBaHWS.

Tpun NpoaykTa ¢ camMbiM BbICOKM COBOKYMHBIM PEATUHIOM TOYHOCTH
(BblUMCIIIEMBIM HA OCHOBE 6asoB, MONYYeHHbIX 3@ 06a TeCcTa) MOBbILLAIOT
rnokasaTesb «KOnM4YecTBo pe3ybTaTtoB TOMN-3» ois cBOMX
npoun3BoauTENEN.

TecTupoBaHMEe KOMMJIEKCHOW KOpnopaTUBHOI
3awmTbl (EDR) — o6Hapy)xeHune

B aTOM rofly pesynbTaThl TeCTa NyBvKYTCS 1 YU ThIBAKOTCS NPY
pacueTe nokasaTtenert TOM-3 oavH pas. OTOT TECT, TakXKe N3BECTHbIN Kak
«TeCcTnpoBaHe pearnpoBaHs Ha MHLMAEHTH 6e30MacHOCTIY,
oLeHBaeT 3 PEKTUBHOCTb TECTMPYEMOTO PELLEHS 6E30MacHOCT
NPOTUB CEePUM CIOXHBIX aTak, HaLENeHHbIX Ha KOMMPOMETaLMIO CUCTEM U
MPOHVKHOBEHME B CETb CNOCOBaMU, UCTONb3yeMbIMU PeasbHbIMU
KnbepnpecTynHriKamn. TeCTUpOBaHMe BKIIKOYAET ABa pasaerna: TeCT Ha
OBHapy>XeHVe 1 TECT Ha JIOXKHOMONOXUTENbHbIE CpabaTbIBaHUS.

Tpw npoayKTa ¢ caMblM BbICOK/M COBOKYTHbIM PEATUHIOM TOUYHOCTI
(BblUMCIIEMBIM Ha OCHOBE 6anNoB, MOyYeHHbIX 3a 06a TecTa) NoBbILAOT
rnokasaTerb «KKoNM4ecTBo pe3ynbTaToB TOM-3» oas ceovX
npounssoauTeneii.

TecTupoBaHue KOMMNIEKCHOI KOpNopaTUBHOMN
3awuTbl. MporpamMmmbi-BbiMoOraTenu

B aToM rofly pesynbTaThl TecTa ny6nvKyoTCs 1 YUUTbIBAOTCS Npu
pacueTe nokasaTtenein TOMN-3 oavH pas. TecT NpoBepsieT CNOCOBHOCTb
pasnnyHbIX annapaTHbIX NaTPopM onpenensTb U3BeCTHbIE,
HeW3BECTHbIE 1 HAMEPEHHO 3aMacKMPOBaHHbIE MPOrPamMMbl-BbIMOraTesu.
TecTupoBaHe BKIIOYaeT ABa pasaesna: TeCT Ha OBHapyXeHMe 1 TECT Ha
JIOXXHOMONOXUTEbHbIE CpabaTbiBaHKS.

Tpw NpoAyKTa C CaMbIM BbICOKVM COBOKYMHBIM PEATUHFOM TOYHOCTH
(BbIUMICNISIEMBIM HA OCHOBE 6anNoB, MOyYeHHbIX 3a 06a TecTa) NoBbILLAIOT
nokasaTesb «Konm4ecTBo pe3dynbTaTtos TOMN-3» Aaa cBomx
npounssoguTeneii.

TecTupoBaHMe NPOAYKTOB AN 3aLUMTbI
3NEKTPOHHOIN NOYThI

OTOT TECT NPOBOAVTCS Pas B FOf, 1 yUATLIBAETCS NPpY pacyeTe
nokasartenen oavH pas. OH OLEeHNBaeT, HAaCKOMbKO 3GPEKTNBHO
CcepBepHbIE PELLIEHNS A5 3aLLMTbI 3NEKTPOHHOM NoYThI Ha nnaTtdopme
Office365 0BHapy>Xu1BatoT 1 (1) MPeaoTBPALLAIOT Yrpo3bl B PEXUME

peanbHoro Bpemeru. OLieHBaeTC 3allmTa OT TakmX Yrpo3, Kak GUILLINHT,
KOMMnpomMeTauns KOpI'IOpaTVIBHOI;I MOYTbl, COLManbHas MHXeHepna n Crnam.
TecTypoBaH/e BKNOYaeT ABa pasfaena: TeCcT Ha 06Hapy>KeH|/|e N TeCT Ha
JIOXXKHOMOJTOXUTEIbHbIEe Cpa6aTbIBaHVI9|.

Tpw NpogyKTa ¢ caMbIM BbICOKVIM COBOKYMHBIM PEATUHIOM TOUHOCTM
(BblUMCISIEMbIM Ha OCHOBE 6asifoB, MosyUYeHHbIX 3a 06a TeCTa) MOBbLILLAOT
rokasaTerb «Kon4YecTso peadynstatos TOM-3» Ang cBovx
npoviasoanTeneii.

Testing Ground Labs

TecTupoBaHue o6Hapy)XeHus BpegoHocHoro MO
Ha ycTpolicTtBax Android: notpeéburenbckue u

KopnopaTuBHbie NPOAYKTbI

OTOT TecT oueHMBaeT 3PPEKTUBHOCTb 3aLLMTHBIX PELLEHNI 01
MOBUIbHBIX YCTpOolCTB Android. TecTupoBaHme BKOYaeT ABa pa3aena:
TECT Ha OBHaPY>KEHE 1 TECT Ha JIOXKHOMONOXUTENbHbIE CPabaTbiBaHUS.
MoTpebutenbckme 1 KopnopaTyBHbIE MPOAYKThI OLEHNBAIOTCS OTAENBHO.
B aTOM rogly pesynbTaThl AN NOTPEBUTENBCKMX MPOLAYKTOB
NyBnKYIOTCS LLECTb Pa3, a 419 KopropaTyBHbIX — TpU pasa.

T NpofyKTa ¢ cCaMbIM BbICOKMM COBOKYTMHbIM PEATHIOM (BblUNCISEMbIM
Ha OCHOBe 6an/10B, MOJyYeHHbIX 3a 06a TeCTa) MOBbILLAIOT NMoka3aTesb
«KonmMyecTBo pe3ynbTaToB TOMN-3» AN CBOWX MPOV3BOAUTENEN.

VirusBulletin

Ceptudukaumns VB100

TecTbl AN OLEHKM Pa3HbIX MPOLYKTOB MPOBOASATCS €XXeMeCsauHO (paHee
OHV MPOBOAMICH KaX bl YETHbIV MecsLL). B aTom rogy pesynbtaThl
ny6nvkyloTcs ABeHaaLaTh pas.

Kayxapi npoayKT, KOTOPbIN yCMNELLHO MPOXoanT cepTudrkaumio,
MOBbILLAET MokasaTesb «KONM4YecTBo pedynbtaToB TOMN-3» ang ceoero
Npoun3BOANTENS.


https://selabs.uk/reports/enterprise/
https://selabs.uk/small-business/
https://selabs.uk/consumer/
https://selabs.uk/reports/enterprise-advanced-security-edr-enterprise-2023-q2-detection/
https://selabs.uk/reports/enterprise-advanced-security-ransomware-intel-threat-detection-technology-2023-02/
https://selabs.uk/reports/email-security-services-ess-enterprise-and-small-business-2023-q1/
https://www.testingground.io/report/index.php?dirpath=./android/&order=3
https://www.virusbulletin.com/testing/vb100
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[NonHbIM CACOK NPOU3BOAUTENEW, yYacTBOBaBLUMX B TecTupoBaHun TOlM-3 B 2023 .

. 1E

. Acronis

. AhnLab

. AMD

. Antiy Labs
. ArcaBit

. Avast

. AVG

. Avira

. Bitdefender
. Bkav

. Broadcom (Symantec)
. Check Point

. CHOMAR
. Cisco

. ClamAV

. Clario

. CMC Cyber Security
. Combo
. Coronet Cyber Security

CrowdStrike
Cybereason
Cynet
CyRadar
Data443
Defenx
Dr.Web
Elastic
EmsiSoft
Enigma Software Group
ESET
ESTsecurity
Exosphere
Faronics
Fortinet

G DATA
Google
Hammock
Ikarus

Intego

Intel

K7

Kaspersky
Lavasoft
Mailcow
Malwarebytes
McAfee
Microsoft
Microworld
NAVER Cloud
NortonLifeLock
Palo Alto

Panda

PC Matic (PC Pitstop)
PCProtect

Private Internet Access Inc.

Protectstar
Qi-ANXIN
Qihoo 360
Quick Heal

Rising

Sangfor

Scanguard

Securion

SentinelOne

Seqrite

SGAEPS

Shield Antivirus
SOMANSA

Sophos

Super Speed

TGSoft

ThreatBook

Total Defense

TotalAV

Trellix

Trend Micro

TTB

Tweaking Technologies
MNMpownssogutens A (AVC-EPR)

MpounseoguTens B (AVC-EPR)
Mpowssogutens C (AVC-EPR)
MpounseoguTens D (AVC-EPR)
Mpownssogutens E (AVC-EPR)
MNMpowssogutens F (AVC-EPR)
MNMpowssogutens G (AVC-EPR)
Mpownssogutens H (AVC-EPR)

Vietnam Posts and
Telecommunications Group

VIPRE

VMware (Carbon Black)
WatchGuard

Webroot

WithSecure (F-Secure)
Xcitium (Comodo)

Zoner



