BOJIbLUE TECTOB. bOJIbLUE HAIPAA. BOJIbLWUE 3ALLINTDBI*

B 2018 roay npoaykTbl «JlabopaTopnm KacrnepCKoro» NpuHSIM ydyacTme B
88 He3aBMCUMBbIX TECTax U 0630pax. B 73 cnyyasx OHM 3aHAIM NeEPBOE MECTO U
77 pa3 Bownu B TpomKy nyymx (TOTM-3).
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* MpumedaHus:

* o pe3ynbTaTaM He3aBNCUMbIX TECTOB

KOPMopaTUBHbIX, MOTPEBUTENBCKNX U
MOGUbHBIX MPOAYKTOB 3a 2018 roa.

B O630p BOLLWIN TECTbI, MPOBELAEHHbIE

cnepyoWwnMm He3aBUCUMbIMUN TA6OPATOPUSIMU:
AV-Comparatives, AV-Test, SE Labs, MRG Effitas,
Virus Bulletin, ICSA Labs, NSS Labs, PCSL.

M TeCTVIpOBaJ’IVICb BCe [OCTYMHbIE TEXHONOTNA

3alLNTbl MPOTUB N3BECTHbIX, HEN3BECTHbIX 1
KOMMNEKCHbIX Yrpo3.

+ [InameTp Kpyra COOTBETCTBYET YMCTY 3aHSATbIX

NMepBbIX MECT.

* MNonpo6Hee: www.kaspersky.ru/top3
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TOI-3 oTpaXaeT NpPoLUEHT nonagaHus NPousBoauTeNs B TPOMKY Konteo

. Kon-Bo MonapaHue B TOMM- Kon-Bo
nnpeposB B Xoae He3aBUCUMbIX TECTOB B Te4eHne oT4eTHOro nepmoaa "P‘;:‘;:::"'X mecTt B TOM-3 3 nepBbIX MecT
(kanenpapHoro ropa).
B umcnio npousBoaMTENel 3aLlMTHBIX PeLLEHMI, y4acTBYIOLLMX B 0630paX, BXxoaaT: Avast, AVG, Avira,  «JlabopaTopws 88 77 88%

BitDefender, ESET, F-Secure, G DATA, McAfee, «JlabopaTopus Kacnepckoro», Microsoft, Symantec  Kacrnepckoro»
1 Trend Micro. [MoAHbIN CIMCOK KOMMAHUN-YY4aCTHNUKOB NPUBEAEH B KOHLLE 3TOIO AJOKYMEHTA.

ESET 44 30 68%
Ha amnarpamme npeacraBneHbl TOMbKO Te MPOU3BOANTENM, KOTOPbIE Y4aCTBOBAaIMN HE MEHEE YEM B
o,
35% TecToB. Bitdefender 70 44 63%
YuyacTue B tO6OM TeCTe BAUSET Ha [1Ba NokasaTens Kaxxaoro npoussoamtend: TOMM-3 1 YyacTue. ) .
Avira 42 26 62%
1. Mokasatensb TOl-3 yBennumBaeTCs Kaxabl pas, KOraa y4aCTHUK 3aHMMAET O4HO U3 MepPBbIX
Tpex MecT. OCTanbHble MECTa HE BAMSIOT Ha MoKalaTesb. ECAY OQHO 1 TO e MeCcTo B TeCcTe Symantec 71 43 61%
3aHMMAIOT HECKOJIbKO MPOU3BOANTENEN, TO MECTO CNEeAYIOLLErO YY4aCTHMKA PAaCCUMThIBAETCS
no GopMye KKOIMYECTBO YHaCTHUKOB C 6onee BbICOKMMM 6annamu + 1». Takum o6pa3om, AVG 24 18 53%
BO3MOYHa MOCNeaoBaTeNbHOCTb MecT 1, 2, 2, 4, HO He 1, 2, 2, 3. 2TO O3HayaeT, YTO B
nocnenoBatenbHocTU 1, 2, 2, 4 3HaveHmne TOT-3 NOBbICUTCS TOMbKO Y MEPBbIX TPEX _ - - .
npousBoamnTenei. VicknoyeHre genaetcs Aas TeCTOB, rAe NepBbIM MECTaM NMPUCYXAAOTCS Trend Micro °
«PaHrM»: NepBbIN, BTOPOM 1 T. 4. B aTOM cnydvae nokasatenb TOl-3 noBbilwaeTcsa ans
NPOW3BOAMNTENEN, MONYUMBLUMX MEPBbLIE TPW paHra. Kaxkabl NPOAYKT y4aCTHMKA, HE3AaBUCUMO  Avast 60 29 48%
OT OPYrUX MPOAYKTOB TOrO e NMPOU3BOANTENS, MOXET BANSATb Ha MokasaTenb TOMM-3.
. G DATA 37 14 38%
2. Kaxnabl pas, Korfa npoayKT Npou3BoOANTENs y4acTBYeT B 0630pe UM TecTe (He3aBUCHMMO OT
pe3ynbTaTa), MoKasaTenb YY4acTms NPOn3BOAMNTENS YBENNUYMBAETCS.
McAfee 60 22 37%
KoHeuHbI pe3ynbTaT (3HayYeHne TOMM-3) paccumTbiBaeTCsS Kak OTHOLWeHWe nokalatens TOM-3 k
rnokasaTesnto YyacTus NPOU3BOANTENS B TECTAX U U3IMEPSETCS B MPOLEHTAX. Microsoft 54 12 22%
B meTpuke TOI1-3 yuTeHbl BCe pe3ynbTaThl TeCcToB 3@ 2018 roa, nonyyeHHble 1 OnNy6anMKOBaHHbIE 4O F-Secure 50 9 18%

1 deBpana 2019 ropa. lNMNocne aToM AaThl LO6ABUTbL HOBbIE laHHbIE 66O YXKE HENb3S.
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TeCTVIpOBanaCb CTeneHb 3alllnTbl NPOAYKTaA C YY4E€TOM JIOXKHbIX Cpa6aTblBaHMﬁ npun ncnosib3osaHnm BpeaAoHOCHOro no
Pa3HbIX TUNOB, BKJ/IIOYaA NPOABUHYTbIE€ YIPO3bl.

CnenuasrM3upoOBaHHbIE yTPO3bl

n porpamMmmbi-BbiMOraTenun

MRG Effitas. BcecToOpoOHHSS oLeHKa 1 cepTudmkaLms
SE Labs. TecTnupoBaHMe KOpnopaTUBHbIX PELLEHNN 418 3aLUMTbl Paboynx MecT

SE Labs. TecTupoBaHMe NOTPEOUTENBCKUX PELLEHNN IS 3aLLUUTbl OT BPEAOHOCHbIX
nporpaMm

SE Labs. TecTnpoBaHMe 3alMTHbIX PeLLEHUIA 419 Manoro 6usHeca

AV-TEST. [IByxmecsvHas cepTUdMKaLMG MOTPEBUTENBCKMX U KOPMOPATUBHbIX
NpOAyKTOB

AV-Comparatives. JnHammnyeckoe TeCTMPOBaHMeE 3alliMTbl, 0O6ecrnevymBaemor Bcemm
®YHKLMOHaNbHbIMN BO3MOXHOCTAMM npoaykTa (WPDT) B «peanbHbIx» yCNoBUsIX

AV-Comparatives. TeCT Ha 3awmTy OT BpeLoHocHoro 1O

DKCMIONUTbI

SE Labs. TecTupoBaHMe KOPNopaTUBHbIX PELLEHNN 418 3aLMTbl Paboymx MecT

SE Labs. TecTupoBaHMe NOTPEOUTENbCKUX PELLEHNN IS 3aLUUTbl OT BPEAOHOCHbIX
nporpamm

SE Labs. TecTupoBaHMe 3aLLMTHbIX PeLLEHUIA 419 Manoro 6usHeca
MRG Effitas. BcecTOpoHHSS oLeHKa 1 cepTudurkaumns

MRG Effitas. TecTpoBaHMe 3aLMTbl OT SKCMIOWNTOB U peLleHns 419 3alMTbl nocne
MX 3KCryaTaumm

NSS Labs. TecTupoBaHue pelleHns Ans pacLUMpPeHHOM 3aLmnTbl paboumx MecT

BpenoHocHoe MO gnga $pMHAHCOBLIX CUCTEM

MRG Effitas. CepTudunkaums pelieHnin Ans 3amTbl CUCTEM OHNANH-
6aHKuHra/6paysepos

MRG Effitas. BcecToOpoHHSs oLeHKa 1 cepTudmkaLms

APT-yrposbli

ICSA Labs. CepTudunkaums pelieHnin No 3amTe oT NPOABMHYTLIX Yrpo3

PuwnHr

* AV-Comparatives. TeCTMpoBaHMe 3awmTbl OT PULLKNHTA

TeCTI/IpOBaHI/Ie CliequaJIn3npPOBAHHbIX peIJJeHI/Iﬁ

TecTtupoBaHue npoaykTos ans Android
» AV-Comparatives. O630p MO6MIbHOWM 6€30MacHOCTH
» AV-Comparatives. TecTupoBaHue npoayktos ans Android

* AV-TEST. TecTrpoBaHMe NpOAyKTOB A5 3aLLUUTbl MOBUIbHbBIX
ycTpomncTte Android

* PCSL. TecTnpoBaHMe 3alMTHbIX NPOAYKTOB Ans Android

TecTtupoBaHue npoaykrtos ansa Mac
* AV-Comparatives. O630p 6e3onacHocTu ang Mac

* AV-TEST. TecCT 3alWMTHbIX NPOAYKTOB Ans Mac

TecTupoBaHue nMKBUAALUKU NOCNEACTBUNA aTaK
» AV-Comparatives. TecT Ha ynaneHue BpefoHocHoro MO

* AV-TEST. TecTrpoBaH1e NpoayKTOB ANs NMKBMAAL MU
nocneacTBMA aTak

3awuTa 3/IEKTPOHHOM NOYThI

» SE Labs. TecTupoBaHve NpoAyKTOB A5 3aLMTbl SNEKTPOHHOMN
noYThl

TecTupoBaHue B peasibHbIX YC/IOBUSAX

* AV-Comparatives. JuHammnyeckoe TeCTUpOBaHMe
3aLlMTbl, 06ecne4ymBaemMon BCemu
dYHKLUMOHaNbHBIMM BO3MOXHOCTSIMW MPOAYKTa
(WPDT) B «peasibHbIX» YyCNIOBUSAX

» [IByxmecsauHas ceptndmkaums AV-Test:
noTPEeBUTENbCKME M KOPMOPATUBHbBIE MPOAYKTHI

» SE Labs. TecTnpoBaHMe KOpPropaTMBHbIX peLleHni
ON9 3aWMTbl Paboymx MecT

» SE Labs. TecTupoBaHMe NOTPEBUTENBCKNX peLLeHMI
[ONS1 3aLWLMThl OT BPEAOHOCHBIX MPOrpamMmm

* SE Labs. TecTupoBaHMe 3alLNTHbIX peLlleHunin ons
Manoro 6usHeca

* MRG Effitas. CpaBHeHWe peLleHnit AN 3almThbl OT
BPeAOHOCHbIX MPOrpaMm

TecTtun poBaHUe CTaTUYHOM 3aLLUTDI

* Virus Bulletin. CpaBHUTENbHbIN 0630p U
cepTtudmkaumg VB100

TecTupoBaHMe NOXHbIX CpabaTbiBaHUI

* Bce onuvcaHHble Bbille TECTbI BKIIOYAIOT M3MEpPeHMe
Yyncna NOXHbIX CpabaTbiBaHUM.
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B 2018 roay ansg BblMUCNEHUSA NOKasaTens
TOIM-3 npoBoannnCh cnepytowme TecCTbl.
AV-Comparatives

* [lponykKT roga

Harpaza npucyxzaaercs nyyemy npousBoAUTENO MO pe3ysbTaTam BCEro
ropa. B umkn BXoasT cnenytoLlme TeCTbl: TECTUPOBAHME 3aLLUMTbl OT
BpefloHocHoro 1O (TecT Ha OHNanH-o6HapyXeHue GaloB C BbINONHEHNEM
$alnnoB) + AMHaMUYeCcKoe TeCTUPOBaHME 3alLMTbl, O6ecrneynBaemon Bcemm
YHKUMOHabHbIMM BO3MOXHOCTMU npoaykTa (WPDT) + TecT Ha yaaneHune
BpeaoHocHoro MO + TecTMpoBaHue NpounssoanTenbHocTu. CornacHo
npaswiam 3Ton nabopaTopuu, eCnun aga Unu 6onee NPonN3BOANTENS
nony4atloT OAMHAKOBYIO MaKCMMabHYIO OLIEHKY, TO Harpana npucyxaaeTcs
NPOW3BOAUTENIO, KOTOPbIV HE NMOosyYan ee paHee, v TOMY, KTO MOCNenHNI
pa3 nosyyan ee paHblLLe BCeX OCTaNbHbIX. [1pn pacyeTe nokasatens TOlM-3
ceptudmkat AV-Comparatives COOTBETCTBYET NEPBOMY MeCTY.

MpownsBoanTENSIM, HOMUHMPOBAaHHBIM Ha Harpaay «MpoayKT roga», Ho He
NONYYMBLLMM ee, MpUCYXKaaeTcs 3Hak kadyecTBa Outstanding Product,
KOTOPLIN NpM pacyeTe nokasatens TOl-3 cooTBeTCTBYET BTOPOMY MECTY.

[Mpon3BoanTENb, YbM peLleHMs 3a BECb TECT Habpanu MnHUMyM 90 6annos,
nony4yaet Harpaay Top Rated. Mpu pacyeTte nokasatena TOM-3 3ToT
pe3ynbTaT 3aCYMTbIBAETCS 3a TPeTbe MecTo. [MponsBoanTenu, He
NONYYMBLLME OYKOB XOTS 6bl B OIHOM TECTe, U3 CPaBHEHMUS NCKTIOYAIOTCS.

B KoHUe rofa nyulumne Npoun3BoAUTENN aHTUBUPYCHbIX PELLEeHU
HarpaxzaatTcs MefansMmu (3010ToN, cepebpsHOM N 6POH30BO) 38 OTINYHbBIE
pe3ynbTaTbl MO Kaxaomy 13 Tectos: FDT, WPDT, TecT npon3BoanNTENbHOCTM
W TeCT Ha yaaneHue BpefoHocHoro MO, Pe3ynbTaTbl 3TUX TECTOB yxKe
y4YTeHbl B MokasaTene TOM-3, N03TOMy NonyYyeHne meaanem He BAnseT Ha
€ero 3HayeHwve.

C 2015 ropa npw pacyeTe nokasatens TOM-3 no pe3ynbtatam TecToB AV-
Comparatives y4nTbIBalOTCS TONBKO Harpapbl.

TecT Ha 3awuTy OT BpeaoHocHoro MO

OTO paclmMpeHHas Bepcus TecTa Ha O6HapyXeHne BpeAOHOCHbIX GaiioB.
Ciofla BXOAWT NMPOBEpPKa UCMOHEHNS GalfoB. DTOT TECT COCTOUT U3 ABYX
YyacTel: TECTUPOBaHME YPOBHS OBHAPYXXEHWS U TECT Ha JIOXHble
cpabaTbiBaHUs. [1py MPOXOXAEHUN TECTa MPOAYKTbI MOTYT MONYYUTH
cnepytolme oueHkn: Advanced+, Advanced, Standard van Tested.

Moka3aTens TOM-3 yBenuumBaeTcs TONbKO 415 TEX MPOU3BOAUTENEN, YbL
peLueHns nonyunnm oueHky Advanced+.

WPDT: guHammnyeckoe TeCTUpOoOBaHME 3aLLUThI,
obecrneymBaemMon BCEMN KOMIMOHEHTaMU
MPOAYKTa B «peasbHbIX» YCNOBUAX

B TecTe NpoAoIKUTENBHOCTBIO NATh MECSLIEB YYaCTBYIOT B
OCHOBHOM aKTyaJibHbleé Ha MOMEHT TECTUPOBaHMS BPEAOHOCHbIE
Be6-CalThl M MpOrpammbl. Ha ypoOBEHb 3aLLMThl BAUSIOT BCE
KOMMOHEHTbI NPOAYKTa, M pe3ynbTaThl MO3BOASIOT OLLEHUTb
061yt 3ODEKTUBHOCTb 3aLLMTHbIX PELLEHUI B YCTOBUSIX,
MaKCMMasbHO MPUBAMMKEHHBIX K PEabHbIM.

[Mpy NPOXOXAEHWM 3TOrO TeCTa NPOAYKTbI MOTYT MOAYUYNTb
cnepytouwme oueHkun: Advanced+, Advanced, Standard vnn
Tested. [Nokazatenb TOMM-3 yBenn4yMBaeTCS TONbKO ANs TeX
NPOW3BOANTENEN, YbM peLLEeHUS NoAYyYnnn oueHKy Advanced+.

TecTupoBaHue 3alWnTbl OT PULLIKNHIA

B xoZle TeCTMPOBaHWs BOCMPOU3BOAATCS PacnpOCTPaHeHHbIe
CUTyaLuMK, B KOTOPbIX MOb3OBATESb MOAraeTcs Ha
AHTUOULLIMHIOBbIE BO3SMOXHOCTU 3aLLUMTHbIX PELLEHMI BO BPEMS]
paboTbl B UHTEPHETE.

[MokasaTtenb TOl-3 yBennunBaeTcs TONLKO ANs TeX
Npoun3BOAMTENEN, MPOAYKTbI KOTOPbIX MPOLLAN CEPTUDMKALMIO.

TecTnpoBaHue npopyktoB gast Android

B xone aTOro Tecta oueHMBaTCH BO3MOXHOCTU MPUSTOXKEHNI
ons obecnevyeHns 6€30MacHOCTU MOBWIIbHbBIX YCTPOMCTB MOL,
ynpasneHnem Android.

Tpwv NpoAyKTa C NYHLWMUM YPOBHEM 3aLLUMUTbI U HAMEHbLUUM
KOJIMYECTBOM JIOXHbIX CpabaTblBaHWI MOBbILLIAKOT NOKa3aTenu
TOIl1-3 ans cBOMX Npou3BoaMTENEN.

O630p MO6UNBbHOM 6€30MacHOCTHU

B 0630p BXOAMT TECTMPOBaHMeE 3alLmMTbl OT BpegoHocHoro M0, a
TaKXXe OLUeHKa NOMONHUTENIbHbIX BO3MOXHOCTEN (3almTa OT
Kpau, UCMOJb3OBaHMe 6aTapen 1 ap.).

Tpw NpoayKTa C NyYWMM YPOBHEM 3aLLMTbl U HAMMEHBLLIVM
KOJIMYECTBOM JIOXHbIX CpabaTbiBaHWI MOBbILIAIOT NOKa3aTenu
TOIM-3 ansg cBOMX NPOU3BOAUTENEN.

* O630p 6e30nacHoCcTU ans Mac

B aTOM 0630pe npeacTaBneHbl GyHKLNOHaNbHbBIE BO3MOXHOCTU Pa3IMyHbIX
3aLLUMTHBIX NpoAyKToB Ang Mac. OHK OLEeHMBAKOTCS MO YPOBHIO O6HapYXXeHWs Ha
oTheNbHbIX Habopax BpeaoHocHoro MO ang Mac n Windows, a Takxe no
YPOBHIO JTOXHbIX CPabaTbIBaHWNIA.

Tpuy NpoAyKTa C NyYLLMM YPOBHEM 3alLmMThl MOBbIWAOT Nokasatenn TOM-3 ang
CBOWX Mpoun3BOaUTENEN.

TecT Ha yaaneHue BpegoHocHoro MO

B xone TecTa, KOTOprI;I NnpoAO/HKaeTCA AEBATb MeCALEB, MPOBEPAOTCA
BO3MOXHOCTW yAaNneHna 1 nevYeHnd 3apaXK€HHbIX q)al?IJ'IOB, a TaKXXe yCTpaHeHud
nocneacTsui 3apaXXeHud — TO eCTb yaasneHne spejoHOCHOro MO nero
OCTaTKOB.

Mpyn MPOXOXKAEHWM 3TOrO TecTa NPOAYKTbl MOTYT MONYYUTb CleaytoLime
oueHkn: Advanced+, Advanced, Standard unu Tested. MNMoka3aTtens TOIM-3
YBENNYMBAETCS TOIbKO AJ151 TEX MPOU3BOAUTENEN, YbM PELLUEHUS MONYYNIN
oueHky Advanced+.

TeCTI/IpOBaHI/Ie KOPMNOpPaTUBHbLIX peLlJeHVII;l 6e30MnacHoCTH

TecTupoBaHue oleHrBaeT 3GGEKTUBHOCTb Pa3fIMYHbBIX KOPNOPATUBHbIX
NPOLYKTOB 3alLMTbl, B TOM YUC/E TEX, KOTOPbIE PEKNAMUPYIOTCS KaK MPOLYKTbI
«HOBOTO MOKOIEHMA». YUMTbIBAIOTCS TaKMe pe3yibTaThl, KaK YPOBEHb
OBHaAPYXEeHWS ANs pa3NNYHbIX HABOPOB BpefoHOCHOoro MO, Be6-canToB U
3KCMIONTOB, @ TaKXKe KOIMYECTBO JIOXKHbIX CpabaTbiBaHUI.

CepTudukaumio 1 nosbilleHre nokasatenen TOMN-3 nony4atoT NPOaYKThI,
noka3saslume Kak MUHUMYM 90-NpoLeHTHOE O6HaPYKEHME 6e3 NOXKHbIX
cpabaTbiBaHUIM Ha PACNPOCTPAHEHHbIX KOPMOPATUBHbIX PELLUEHWNSX, U MPOLYKTbI,
NokKa3saBLUMe MNPy TECTUPOBAHUM B PeasbHbIX YCIOBUAX KaK MUHUMYM 90-
npoueHTHoe o6HapyxeHne meHee Yem ¢ 100 NOXKHbIMK CpabaTbiBaHUAMMN Ha
KYUCTBIX» PELUEHUNSX 1 CaTax.

CepTnodumnkaumsa KomnoHeHTa «PogntenbCKnim KOHTPONb»

OTOT TECT OLeHMBaET, HACKObKO 3¢¢EKTI/IBHO 3allNTHbIE NPOAYKTbI
6J'IOKI/IpyIOT AETAM LOCTYMN K HEXXeNlaTeJIbHbIM Be6-camTaM.

Moka3aTens TOlM-3 yBenuumBaeTCs TONbKO 419 TeX MPOU3BOAMNTENEN, MPOLYKTbI
KOTOPbIX MPOLUAN cepTUdMKaLMIo.
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AV-Test

+ Harpapa 3a nyuiuyto 3amTy NoTpebuTenbCKUX u 61M3Hec-
NpPOAYKTOB
Hpmcy)K,uaeTcg 3a nydlme pe3ynbTaTbl TECTUPOBAHWMA 3alllMThl B TEYEHUE
rofa Ha OCHOBaHWMM pPe3ysibTaTOB CepTVIq)I/IKaLI,I/II/I, KOTOPad NPOXOANT Kaxible

JABa MecCsla. KOpI'IOpaTI/IBHbIe " I'IOTpe6l/ITeJ'IbCKI/Ie NPOAYKTbl OLLEHMBAOTCH
OTAENBHO.

[MpoayKTbl, MONy4YMBLUME STY Harpady, NoBbIWAOT Nokasatenu TOM-3 ans
CBOWX MpouW3BOANTENEN.

* Harpaga 3a CaMyO BbICOKYIO NPOnN3BOANTENIbHOCTb AN
NOTPEBUTENBCKMX N KOPNOPATUBHbIX MPOAYKTOB

['Ipmcy)K,uaeTcg 3a nydlme pe3ynbTaTbl TECTUPOBaAHMA B TECTAX
npon3BOANTENIbHOCTU B TEHYEHME rofa, Ha OCHOBAaHWUK Pe3y/1bTaTOB
CepTI/I(DI/IKaLI,I/II/I, KOTOpPasa NpoxXoanT Kaxkable ABa MecCsLa. KOpI'IOpaTI/IBHbIe "
I'IOTpe6I/ITeJ'IbCKl/Ie NPOLYKTbl OLLEHUNBAKOTCA OTAEJIbHO.

[MpoayKTbl, MONy4YMBLUME STY Harpady, NoBbIWaOT Nokasatenu TOM-3 ans
CBOWX MpOn3BOANTENEN.

Harpaza 3a MakcuManbHoe yao6CTBO MCMOJIb3OBaHUS AN1s1
NOTPE6UTENBCKUX N KOPMOPATUBHbLIX NPOAYKTOB

Harpagna npucyxzaeTtcs 3a nyyluve pesynbTaTbl B TECTUPOBaHUM YAO6CTBa B
TeyeHe rofa Ha OCHOBaHWN pe3ybTaToB cepTudUKaLmMm, KoTopas
NMPOXOAUT Kaxkapble ABa MecsLa. KopnopaTvBHble M MOTpebuTensckme
NMPOAYKTbI OLLEHMBAIOTCS OTAENBHO.

[MpoayKTbl, MONy4YMBLUME STY Harpady, NoBbIWaOT Nokasatenu TOM-3 ans
CBOWX MpOn3BOANTENEN.

° Harpap,a 3a Jiyylee BOCCTaHOBNEHUE

Harpa/:l.a NpUCyXXaaeTcd 3a nyvumne pesynbTaTbl B TECTaX Ha BOCCTaHOB/IEHME
CUCTEMbI MOCE 3apaXKeHnsd, NPOBOANMbIX B TEHEHNE roaa.
MHTerMpOBaHHbIe n cneumnanmsnpoBaHHbIe I'lOTpe6I/ITe)'IbCKI/Ie NPOAYKTbI
TECTUPYIKOTCA OTAENBHO.

MpoayKTbl, NOAYyYMBLLME 3TY Harpaay, NoBbILWAOT Nokasatenn TOMM-3 ans
CBOWX NMPOU3BOANTENEN.

Jlyqywnim npoaykT ans 3awmTtel yctponcts Android

STa Harpaga NPUCYXAaeTCs 3a UCKOYUTENbHbIE pe3ybTaTbl B
TeCTUPOBaHWSAX 3aLMTbl yCTPONCTB Android B Te4eHme BCero roga.

MpoayKTbl, MONy4YMBLUME 3TY Harpaay, NoBbIWatoT nokasatenn TOlM-3
L1 CBOWX NPOU3BOAUTENEN.

[ByxmecsiyHag cepTudmnkaumsa noTpebuTenbCKmx u
KOpPMopaTMBHbIX MPOAYKTOB

DTOT TECT NPOBOAUTCS B TEYEHME rofa B MOTPEBUTENBCKOM W
KOpPNOpaTUBHOM CErMeHTax 1 AeNNTCS Ha LIECTb ABYXMECSHHbIX
cepTudmrKaunn. B xoae TeCTMpoBaHMS OLEHUBAIOTCS YPOBEHD
3aLLUMTbI, MPON3BOANTENBHOCTb U YIO6CTBO MCMOb30OBaHMS
NPOAYKTOB-Y4aCTHMKOB. KOHeYHbIN pe3ynibTaT CKNafblBaeTcs 13
CYMMbl OYKOB, MOJIY4YEHHbIX 33 TECTUPOBAHME B KaXXA0W U3 KaTeropui.
Tpw NpoayKTa C MakCKMMasbHbIM Pe3yIbTaTOM MOBbILLAIOT MOKa3aTenn
TOTI1-3 ong CBOMX NPOU3BOAUTENEN.

TecTupoBaHMe NPOAYKTOB AJiF 3aMUTbl MOBUJIbHbIX
ycTpowncTs Android

DTOT TECT NPOBOAMTCS B TEYEHWNE rOAa, B LUECTb 3TAMNOB MO [1Ba
MecsLa Kaxabli. B xoe TeCTMpOBaHMs OLEHNBAOTCS YPOBEHb
3alWMThl, YAO6CTBO MCMNO/b30BaHMS (BKIIOYas NoKasaTenm
NPOW3BOANTENBHOCTY N KONMYECTBO NIOXKHbIX CPabaTbiBaHN) U
YHKLMOHANbHbIE BO3MOXHOCTWN NMPOLYKTOB.

KoHeuHbI pe3ynbTaT CcKiaAblBAaeTCs M3 CYMMbl OYKOB, MOJTYYEHHbIX 33
TECTUPOBAHME B KMKOOWM U3 KaTeropuit. Tpu NPOAYKTa C MaKCUMasbHbIM
pe3ynbTaToM NoBbILWAOT NokasaTeny TOMM-3 415 CBOMX NPOU3BOANTENEN.

TecT poANTENbCKOro KOHTPOJIA A5 YCTPONCTB
Android, iOS n Windows

DTOT TECT OLEHMBAET, HAaCKObKO 3PPEKTUBHO 3aLLMTHBIE MPOAYKTbI
610KMPYIOT AETSM AOCTYMN K HEXenaTeNlbHbIM Be6-CaliTaM.
Moka3aTens TOlM-3 yBennymnBaeTCcs TONbKO 419 TeX NPOU3BOAMTENEN,
NPOAYKTbI KOTOPbIX MPOLLAN CepTUDUKALMIO.

TecT 3alWNTHbIX NPOAYKTOB KOPMNOPAaTUBHOIO U
notpebuTenbckoro knacca ana Mac

B xofe TeCcTMpoBaHUs OLEHMBAOTCS Pa3NYHble 3alLMTHbIE peLleHuUs
nns Mac OS. KoprnopaTuBHble 1 NOTPe6UTENbCKME MPOAYKTbI
OLleHVBaOTCS OTAENbHO. Bee yyacTBytoLLME B TECTUPOBaHNN
NPOAYKTbI MOMYYaKOT OYKM 338 YPOBEHb 3aLL1Tbl, NPOU3BOANTENBHOCTD
1 yno6CTBO MCNOb30BaHMs. KOHEYHbIV pe3ybTaT cKiablBaeTCs U3
CYMMbl OYKOB, MOJIY4YEHHbIX 33 TECTUPOBAHME B KaXXA0M U3 KaTeropui.
Tpw NpoayKTa C MakCKMMasbHbIM Pe3yIbTaTOM MOBbILLAIOT MOKa3aTenu
TOTI1-3 ong CBOMX NPOU3BOAUTENEN.

MpoayKTbl, MOAy4YMBLUME STY Harpaay, NoBbIWatoT nokasatenn TOIM-3
[L1S1 CBOMX MPOV3BOANTENEN.

[ByxmecsiyHag cepTudmnkaums noTpebuTenbCKmx u
KOPMopaTMBHbIX MPOAYKTOB

DTOT TECT NPOBOAUTCS B TEYEHME rofa B MOTPEBUTENLCKOM U
KOpPNOpaTUBHOM CErMeHTax 1 AeNNTCS Ha LIECTb ABYXMECSHHbIX
cepTudmrKkaunin. B xoge TeCTMpPOBaHMA OLLEHNBAIOTCS YPOBEHbD 3aLLUNTHI,
NPOW3BOAUTENBHOCTb U YAO6CTBO UCMOb30BaHMS NPOLYKTOB-
YYaCTHMKOB. KOHeYHbI pe3ynbTaT CKablBaeTCs U3 CYyMMbl OYKOB,
NONYYEHHbIX 338 TECTUPOBAHME B KaXXAO0M U3 KaTeropun. Tpu npoaykTa C
MaKCMManbHbIM pPe3ybTaToOM NOBbIWAOT Nokasatenu TOMM-3 ang ceomx
npousBoanTenen.

TecTupoBaHMe NPOAYKTOB AJi 3aMUTbl MOBUJIbHbIX
ycTpowncTs Android

DTOT TECT NPOBOAMTCS B TEYEHME rojia, B LUECTb 3TAMOB MO [Ba MeCALa
Kaxabln. B xoe TeCTMPOBaHNS OLLEHMBAIOTCS YPOBEHb 3aLLMTI,
yAO6CTBO MCNOMb30BaHMS (BKIHOYAs MOKa3aTeNM NPOU3BOANTENbHOCTH
N KONIMYECTBO NIOXKHbIX CPabaTbiBaHWN) U GYHKLMOHANbHbIE
BO3MOXHOCTW NPOAYKTOB.

KoHeuHbI pe3ynbTaT CKiaAblBAaeTCs M3 CYMMbl OYKOB, MOJTYYEHHbIX 33
TECTUPOBaHWE B KaXXAOM 13 KaTeropmi. Tpn NpoayKTa C MakCUManbHbIM
pe3ynbTaTOM NoBbIWatoT NokasaTtenn TOlM-3 s cBomx
npousBoanTenen.

TecT poANTENbCKOrO KOHTPOJIA A1 YCTPONCTB
Android, iOS n Windows

DTOT TECT OLEHMBAET, HACKObKO 3PPEKTUBHO 3aLLMTHBIE MPOAYKTbI
610KNPYIOT AETSM AOCTYM K HEXenaTeNbHbIM Be6-calriTaMm. [TokasaTenb
TOT-3 yBennumBaeTcsa TONbKO A5 TEX NPOU3BOAUTENEN, MPOAYKTbI
KOTOPbIX MPOLUAN CEPTUPMKALMIO.

TecT 3alNTHbIX NPOAYKTOB KOPMNOPAaTUBHOIO U
notpebuTenbckoro knacca ana Mac

B xofe TeCcTMpoBaHWs OLEHMBAOTCS Pa3INYHble 3alLMTHbIE peLleHUs
nns Mac OS. KoprnopaTuBHble 1 NOTPe6UTENbCKME MPOAYKTbI
OLeHVBaOTCS OTAENbHO. Bee yyacTBytoLLME B TECTUPOBaHUM NPOAYKTbI
MOyYatoT OYKM 33 YPOBEHb 3aLL1Tbl, MPOU3BOANTENBHOCTb 1 YIO6CTBO
MCNONb30BaHMS. KOHEUHbIN pe3ynbTaT CKNaAblBaETCS U3 CYMMbl OYKOB,
NONYYEHHbIX 33 TECTUPOBAHME B KaXXAOM U3 KaTeropun. Tpu npoaykTa C
MaKCMManbHbIM Pe3ybTaToOM MOBbIWAOT Nokasatenu TOMM-3 ang ceoux
npousBoanTenen.
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SE Labs (paHee Dennis Technology Labs)

TecTnpoBaHMe KOPMOPATMBHbIX PELUEHUA A8 3aLUUTbI
pabounx mecT

TecTnpoBaHME NOTPEBUTENBCKUX MPOAYKTOB 4/J151 3aLUMUThI OT
BpenoHocHoro 10

TecTupoBaHMe 3aUTHBIX MPOLYKTOB AJIi MaNoro 6M3Heca

B 3TVX TeCTUPOBaHMSAX MPOACMHKUTENBHOCTBIO TPU MECSLIA CPaBHMBAETCS
3bPEKTUBHOCTb MPOAYKTOB [U1s 3aLLUUTbI OT BpeLoHocHoro 1O, npesnaraembix
M3BECTHBIMUN MPOV3BOAUTENSMUN PeLLeHMN LS obecrnedeHms 6e3onacHocTy. Bo
BpeMst TECTUPOBaHVIS NMPOAYKTbI MOABEPratoTCsl BO3AENCTBUIO HACTOSILLVIX
WNHTEPHET-Yrpo3. 3Ta cpesia UMUTUPYET peasibHble YCIIOBUS, MaKCUMasbHO TOYHO
OTpaXkast B3aMOAENCTBIME C Mosb3oBaTeneM. Pe3ynbTaTbl MOKa3bIBaIOT, CMOCOGHbI
JIV NPOAYKTbI OBECTEUNTD 3aLLUMTY B PEASIbHbBIX YCIOBYSIX, HAaMPUMEP Npu
roceLleHM Nosb30BaTENEM 3aPaKEHHOTO CalTa. TeCTUPOBaHKeE BKIIOYaET 1Ba
paszena: TeCT Ha OBHAPYXKEHME U TECT Ha HaMYME NIOXKHOMONOXKMUTENBHBIX
CpabaTbIBaHWI.

Tpv NpoAyKTa C CaMblM BbICOKMM COBOKYMHBIM PENTUHIOM TOYHOCTM
(BbIYMCNSIEMBIM Ha OCHOBE 6a/10B, MOMYYEeHHbIX 33 O6a pa3aena TeCTUPOBaHWS)
noBbILatoT Mokasatenn TOIM-3 ans cBomx Npou3BoaMTENEN.

TecTupoBaHWe NPOAYKTOB AJisl 3aLLUTbI SNEKTPOHHOW MOYTbI

TecTrpoBaHMe OMPEaENSET, HACKOMBKO SMEKTUBHO MPOAYKTHI s 3aLLMTI
SNEKTPOHHOM MOYTbI BbISBAAKOT YrPO3bl U (M) MPOTUBOAENCTBYIOT MM B PEATIBHOM
BpemeHW. TeCTMPOBaHWe BKIIOYAET ABa pa3aena: TeCT Ha O6Hapy)KeHWe 1 TecT Ha
HanMuMe OKHOTONOXKMTESNbHbBIX CPAGATLIBAHWIA.

Tpy NpPOoayKTa C CamMbIM BbICOKMM COBOKYMHbIM PENTUHIOM TOYHOCTU
(BbIMMCNISIEMBIM Ha OCHOBE 6as1/IOB, MOJYYEHHbIX 33 O6a pa3fena TeCTMPOBaHMS)
noBbILLUAOT Mokasatenn TOlM-3 ang CBomx Npov3BoOaMTENEN.

MRG Effitas

CepTtndunkauus peLueHmnin ans 3almTbl CACTEM OHJIaNH-
6aHKWHra/6pay3epos

TecT oueHmBaeT 3OPEKTUBHOCTb 3aLLMTbI OT BpeaoHOocHOro MO ang GUHaHCOBbIX
CUCTEM B Pa3/IYHbIX CLIEHAPUSX: B <PeasTbHbIX YCTIOBUSIX», HA6OPb! AEMCTBYIOLLErO
$rHaHcoBOro BpeaoHocHoro 10, aTaka 60T-ceTel, CUMyASLMS METOLOB
repexeaTa KOHOUAEHLIMAIbHbBIX JaHHbIX. TOMBKO MPOAYKTbI, YCMELIHO NpoLleaLlne
nepsble ABa 3Tana, NoyyatloT cepTUdMKaLMIO M MOBbILLAIOT NokasaTens TOMM-3 ang
CBOWX MPOU3BOANTENEN.

» BcecTOpoHHSs oLeHKa 1 cepTuduKkaums

B xone aToro TecTta oLeHMBaeTCS BO3IMOXHOCTb 3aLLMTHbIX
NPOAYKTOB NpefoTBpaLlaTh NepBOHaYabHOE 3apaXxeHne 1
13MepseTCs Bpems, 3aTpaunmBaeMoe Ha O6HapyeHne BpeaOHOCHOro
MO B cncTemMe C HapyLeHHOM LeNOCTHOCTbLIO U Ha Noceaytollee
BOCCTaHOB/IEHME CUCTEMbI. DTOT TECT 3aMeHSET MNPEXHUN TeCT
«OLeHKa CKOPOCTU O6HaPYXXEHUS N HENTPANMU3aLLUN YTPO3».
Moka3aTens TOlM-3 yBenuyunBaeTcs TONbKO A8 TeX NPOnU3BOAMTENEN,
MNPOAYKTbI KOTOPbIX NPOLWAn cepTUdUKaLMIO.

» CpaBHeHMe peLleHnn Ans 3almTbl OT BPeAOHOCHbIX
nporpamm

TecT, NnpoBeAeHHbIM NO 3aKa3y NPON3BOANTENS, OLEHNBAET YMEHMe
KOPMOPaTUBHbIX MPOLYKTOB BbISBASATb UCNONHSAEMble dansibl
BpeaoHocHoro 0.

MpoayKTbl OLLEHMBAKOTCS MO YPOBHIO O6HAPYXKEHNS BPELOHOCHOTrO
MO. Tpu NnpoayKTa C MakCUManbHbIM Pe3ybTaTOM MOBbILWAOT
nokasatenn TOl-3 ans cBOMX NpOn3BOAUTENEN.

TecTupoBaHMe 3alnTbl OT SKCMIONTOB U peLLEeHUs
A5 33U Tbl NOCNEe UX SKCyaTauum

TecrT, I'lpOBe,EI,eHHbIIz Mo 3akKa3zy Npomn3BoanTeNd, oueHMBaeT No
OTAENBHOCTU ¢yHKuMM 3alMThbl OT SKCMIONTOB U q)yHKLlI/II/I 3alWNThbI
nocne nx askcnayataunmn.

HpOD,yKTbI OLIEHMBAKOTCA MO NMOKa3aTeNO 3allUThbI. Tpl/l npoaykTa C
MaKCMMalbHbIM PE3Y/1IbTAaTOM MOBbLILLAIOT NOKa3aTeNn TOM-3 ang
CBOUX npom3Bo,uMTene|?1.

Virus Bulletin

* CpaBHUTENbHbIN 0630p U cepTudukauma VB100

TecTbl NPOBOASATCA Kaxable ABa MecsiLla OAHOBPEMEHHO ANS ABYX
Bepcun Windows: Windows 7 n Windows 10. [Npw aToM TecTupyioTcs
pasfnYHbIE TUMbI MPOAYKTOB.

Kaablh NPOAYKT, KOTOPbLIM YCAELWHO NPOXOAUT CepTUdMKaLIMIO,
nosbilaeT nokasatenb TOMM-3 ong ceoero Npon3BoAnUTENS.

* CpaBHUTENbHbIN 0630p VBWeb

TecT OLeHMBaeT BO3MOXHOCTM NPOLYKTOB [/ 3aLLMTbl HA YPOBHE
LuNt03a No 610KMPOBAHMIO BPEAOHOCHOIO TpadbmKa (MCNoNHAEeMbIX
$alnoB 1 NOMYTHbIX 3arpy30K) B CETU OpraHn3aLmn.

Kaablh NPOAYKT, KOTOPbIM YCAELWHO NPOXOAUT CepTUdMKaLIMIO,
noBbIlwaeT nokasatens TOMM-3 ang cBoero NnpousBoamnTeNs.

ICSA Labs

* CepTnduKaumus peieHnn gns 3awmTbl OT

NMPOABUHYTbIX YrpoO3

TecT oueHMBaEeT, HACKOJIbKO 3¢)¢€KTI/IBHO 3alllnTHbIE peLlleHna
O6Hapy)KI/IBaI'OT HOBbI€ 1 Ma/lION3BECTHbIE YTPO3bl. ['Ipm 3TOM TaKXe
Y4YNTbIBAETCHA KONMMYECTBO JTOXHbIX Cpa6aTbIBaHl/Il7I.

Kaablh NPOAYKT, KOTOPbIM YCAELWHO NPOXOAUT CepTudMKaLMIo,
noBblwaeT nokasatens TOMM-3 ang cBoOero Npou3BoamUTENS.

NSS Labs.

» TecT pelueHus pis pacliMpPEHHOM 3aLWMTbl paboumnx

MeCT, BapMaHT 2

Tect onpegendeTt 3¢d)eKTI/IBHOCTb 3allUnNTbl U COBOKYMHYIO CTOMMOCTb
BnageHmna and npoaykKToB An4d pacu.lmpeHHoM 3alnThbI paéoqu MecCT.

PCSL (PC Security Labs)

* TecTMpoBaHMe 3aWMTHbIX NPOAYKTOB ANs Android?!

B TecTe oueHmBatoTcH NPOLUEHTHI o6Hapy>+<eH|/m n
JTIOXXHOMONOXNTENbHbIX Cpa6aTbIBaHI/II;I 0J15 MOBUIBbHbBIX NPOAYKTOB.

Tpy NpoAyKTa C NYYWMM YPOBHEM OBHAPYXEHUS N HAUMEHbLUVM
KOJIMYECTBOM IOXHbIX CpabaTblBaHW MOBbILWAIOT Nokasatenn TOMM-3
[0J19 CBOMX NPOU3BOAUTENEN.



MNOJIHbIN CMMNCOK NMPOU3BOAUTENEN, MPUHABLLUX YYACTUE
B USMEPEHUWU NMOKA3ATENA TOTI1-3

*1E * BullGuard * Exosphere * Intego * MobileAppDev * Proofpoint * TGSoft
* 7Labs » Carbon Black * Faronics * IntelliAV * NANO * Psafe * ToolsDevelope
* AegisLab * Check Point * Fast Track * Juniper * Net Nanny * Qihoo 360 * Total Defense
* AhnLab * Cheetah Mobile * FireEye * JusProg * NEWAPPSDEV * Quick Heal * TotalAV
* Alibaba * Chili Security * Forcepoint * K7 Computing * Newborntown * Qustodio * Trend Micro
* Amazon  Cisco * Fortinet * Kaspersky Lab * NightCorp * REVE * TrustGo
* Antiy Labs *« Comodo * F-Secure  Kiddoware * NQ mobile * Rising * Trustlook
* Apple * CompuClever * G DATA * Lavasoft * NSHC » SafeDNS * TrustPort
* ArcaBit, * Counter Tack » GearMedia * LBE Security * Nyotron Security * Saint * Trustwave
* Avast * CrowdStrike * Gizmolife * Lookout Mobile * ONE App Limited * Security Apps Studio * VIPRE
* AVG * Cylance * Google Security * Palo Alto * Security Cleaner Team ¢ Vitekco K
* Avira * CYREN * Hammock " MalwareBytes * Panda * Security Elite * Wantagetech Solutions
* Baidu * Defenx * Heise - Max Mobi Secure * Panzor * Security Mobile * Watchdog
* BaiSi * DevStudio99 * Hi Dev Team " McAtee * PC Pitstop * Security Safe Protect * Webroot
* BangStudio * Dr.Web * Hi Security Lab " Microsoft * PCKeeper Team * Wecool
* Barracuda * EmsiSoft * High Security Team * Microworld * PCVARK " SentinelOne * WhiteArmor
* Bastiv * Endgame * Himlamo " Mimecast * Photo Editor Creative " Seqrite * Wontok
* Best Tools Pro Cleaner < Ensilo * HitmanPro " MINUSOFT Cleaner " Sophos *Z Lock Screen Team
* Bitdefender *eScan * Hyper Speed * MMGuardian » PICOO Design * Symantec *Zemana
« BitMedic CESET . IKarus * Mobicip * Power Tools Team * TeamViewer . Zoner
* MobiDev Studio * Product A * Tencent

* Bornaria * ESTsoft * INetCop
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